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Introduction

Dell™ Multi-UPS Management Console® (MUMC) is ideal for monitoring and managing multiple power

and environmental devices. The Dell MUMC delivers a global view across the network from any PC with

an Internet browser. Exceptionally versatile, the software is compatible with any device that supports a

network interface, including other manufacturer’s UPSs, environmental sensors, Power Distribution

Units (PDUs), applications, and more. The Dell MUMC can also organize a management table by

groups, centralize alarms, and maintain events logs for preventive maintenance of the entire installed

equipment base.

The Dell MUMC provides the following:

Discovers and supervises Dell UPSs and Dell PDUs connected to the network either by means of a card
or a proxy. For the detailed list of compatible solutions, see “Compatibility” on page 10.

Supervises the remote servers hosting the Dell MUMC application.

Provides advanced management feature (mass configuration and mass upload) with the Dell™
Network Management Card (H910P, also known as an NMC).

Provides local computer graceful shutdown through the Dell Network Management Card.

Provides an agentless method for directly managing and controlling VMware® hypervisors through the
VMware® vCenter ™ management platform

Provides centralized management of Dell” UPS Local Node Manager® (ULNM) applications running
on virtualized servers other than VMware vCenter (such as Microsoft® Hyper-V™ hypervisor or Citrix®
Xen®).

Figure 1 shows the Dell MUMC Node Map Page.

Introduction | 9



Multi-UPS Management Console

fiews <& NodeMap-7Items
S views
£ Zhiodke List
aNate Map =
CJEverts o k2
2 “Events List &
W Events Calendar fg
3 Managemert
[Plhiocies Settings
[@Ihiadies Lpgrade =
3 Settings C g
#u0 Discovery y S
] etions
E¥system
JLon
FUser List

c?‘;’: “

P° @ ups 102 mbdevd.ch.etn.com

1P address 166,99 25067

Description  Dell UPS Tawver 1920W Hy

ﬁ} Serial number azertyiop

Location Computer Roam
Cortact Compiter Room Manager

« i

@ warning: 1 @ critical: 0

Qo s

) Unkniown: 0

»

@

* | Information =J| =

m

Lastevent: @ 05/10/12 - 10:33:27 am - 166,99,250,31 - Communication failure with environment sensor

Selection view »l@

@ ups102.mbdevd.ch.etn.com

Dell UPS Tower 19200
Desctiption

HY
Marminal
apparent 1920 VA,
power
P adress 166.99 25067
Mac

s 002219 FFEE 66

T o p—
numiser R,

DELL Network | =

Class Management Card {

01.09.0005

Location Computer Room

o Computer Room

Marager

Link ®

Status -

Battery state @ Resting

Pawer Source @ on ity

Load level M 0%

Battery capacty M 5 %

Battery runtine Ghidmin0s s

Lasd seamert #1: Load Seomert! @ on

Load segmert #2 Load Segmert2 @ on

Messres -

Input
InLt frecuency 49z
Inpt voitage 248y
Output
Battery outpLt voltage T8V
Cuttrurt trecuienc sape | |7

Figure 1. Dell MUMC Node Map Page
Compatibility

Serial Line Devices

The Dell MUMC is compatible with the following serial line devices (see Table 1).

Table 1. Serial Line Devices

Dell Equipment Designation

Connectivity Type

500 Watt, 1000 Watt, 1920 Watt, 2300 Watt, 2700 Watt Rack/Tower

USB or RS-232

Short Depth High Efficiency Online 2700 Watt

USB or RS-232

High Efficiency Online 3750 Watt, 4200 Watt, 5600 Watt

USB or RS-232

LI 5600 Watt Rack

USB or RS-232

Online 10 kW Rack

USB or RS-232
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Network Devices
The Dell MUMC is compatible with the following network device (see Table 2).

Table 2. Network Device

Dell Equipment Designation Network Device Type

Dell Network Management Card SNMP/Web H910P UPS Option Card

Dell Applications

The Dell MUMC is compatible with the following applications (see Table 3).

Table 3. Applications

Equipment Designation Application Type
Computers (Microsoft® Windows® - Linux®) hosting the Dell UPS Proxy

ULNM Shutdown Controller (Shutdown Controller)
Features:

* Quick Scan
* Supervision
* Management

¢ Shutdown

Computers (Windows - Linux) hosting the Dell ULNM Application
Features: @
* Quick Scan
* Supervision @

* Management

Dell PDUs

Features:
* Quick Scan
* Supervision I I

Introduction
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Table 3. Applications (Continued)

Equipment Designation Application Type

Eaton® ePDU® Monitored & Advanced Monitored
Feature:

* Supervision

Eaton ePDU Managed
Feature:

* Supervision

Eaton ePDU Switched

Feature:

* Supervision

Dell ULNM Management

The Dell ULNM can be remotely managed, configured, and updated using Dell MUMC supervisory
software. Using the Dell MUMC, you can perform mass configurations and mass updates of Dell ULNM

applications. The Dell MUMC can also remotely perform the following:
* Display a Dell ULNM Release 2 configuration
*  Configure a single Dell ULNM Release 2
*  Synchronize multiple Dell ULNM Release 2 configurations
*  Trigger Dell ULNM Release 2 instances upgrade

Performance Evaluations

To provide a performance evaluation, Dell has tested the following configurations:

Test with Machine 1 (server Dell PowerEdge 2900)
¢ CPU: Intel® Xeon® 5130 dual-core @2GHz
*  Memory: 2Go DDR2 @666MHz
* HDD: 2 HDDs 67GB 7200 rpm RAID 0 (Mirroring)
*  OS: Microsoft® Windows Server® 2008 64 bits

Introduction
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Test conditions during 40 hours:

— 1300 nodes (including ~50 real), mainly Dell MUMCs, and some NSM and Dell Network
Management Card.

- Average CPU load: 20~30%
- Memory load: 200~300MB

Test with Machine 2 (typical PC)
e CPU: Intel Core™ 2 Duo 6600 @2.4GHz
*  Memory: 2Go DDR2
 HDD: 1 HDD 220 GB 7200 rpm
*  OS: Microsoft® Windows Vista® Enterprise 32 bits

Test conditions during 40 hours:

— 1000 nodes (including ~50 real), mainly Dell MUMCs, and some NSM and Dell Network
Management Card.

- Average CPU load: ~ 60%
-~ Memory load: 200 ~300MB

NOTE: These tests have been performed on Windows Server Operating System. The Windows 2003 or 2008 Operating
Systems do not have the limitation of 10 simultaneous connections.

Network Ports
Table 4 lists the network ports used by the Dell MUMC.
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Table 4. Network Ports

Protocol Mode Port Dell ULNM and Dell  Dell UPS Management
MUMC Card
SMTP TCP/25 ouT ouT
DHCP/BOOTP UDP/67 X ouT
TFTP UDP/69 ouT IN
HTTP TCP/80 ouT IN
NTP UDP/123 X ouT
SNMP UDP/161 ouT IN
SNMP Traps UDP/162 X ouT
UNMP UDP/200 INJOUT X
HTTPS TCP/443 ouT IN
Dell Supervision TCP/A4679 INOUT X
Dell Notification Broadcast UDP/4679 INOUT INJOUT
Dell SSL Supervision TCP/4680 INJOUT X
Dell Alarms Broadcast UDP/4680 IN ouT
Dell Connected Alarms TCP/5000 ouT IN
Dell Connected Alarms TCP/5001 ouT X

Troubleshooting

HTML pages

Cannot display the UPS properties page. HTTP 404 error with IE.

Solution:

¢ Check the URL entered.

https:/<name or IP of the computer hosting Dell MUMC >:4680/

or

http://<name or IP of the computer hosting Dell MUMC>:4679/
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Terms

This section provides related terms and definitions.

IP address

When Transmission Control Protocol / Internet Protocol (TCP/IP) is installed on a computer, an
Internet Protocol (IP) address is assigned to the system. Each address is unique and is made up of four
numbers, each between 0 and 256, such as168.8.156.210.

Network Management Proxy
Network Management Proxy is used to control a UPS and connect it to the TCP/IP network.

Network Management System
The Network Management System (NMS) supervises SNMP devices connected to the TCP/IP Network.

Network Shutdown Module

The Network Shutdown Module is a software module that uses the information transmitted by the Dell
Network Management Card/Proxy to inform computer users on the current status of the electrical power
supplied to the computer.

If the supply of the electrical power from the UPS is at risk, the Network Shutdown Module initiates an
orderly shutdown of the computer under the most secure conditions possible.

RSA Algorithm

An algorithm for public-key cryptography encryption protocol. An RSA key is the result of operations
involving prime numbers. RSA refers to Ron Rivest, Adi Shamir, and Leonard Adleman, who described
public-key cryptosystems in 1978.

Secure Socket Layer

The Secure Socket Layer (SSL) is a solution for securing transactions over the internet. SSL is a
communication protocol that authenticates the data exchanged, as well as ensuring its confidentiality
and integrity. The protocol uses a recognized encryption method, the RSA algorithm with a public key.
SSL is built into Internet Web browsers. The padlock in the bottom of your browser screen is
automatically displayed if the server sending information uses SSL.

Transmission Control Protocol / Internet Protocol

TCP/IP is a family of network and communication protocols for the transport and network layers. Also
known as the Internet Protocol suite of network communication protocols.

Introduction | 15
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Installation

This chapter provides Dell Multi-UPS Management Console (MUMC) installation prerequisites, quick
start installation procedures, and command line procedures. Procedures for uninstalling and upgrading the
product are also included.

Installation Prerequisites

This section provides installation prerequisites for the following:
*  Systems hosting the Dell MUMC
*  Systems that display the Web-based graphical user interface (GUI)

On the System Hosting Dell MUMC

The Dell MUMC can be installed on Microsoft® Windows XP®, Microsoft® Windows Vista® 7, and on
Microsoft® Windows Server® 2003 and 2008 (including R2 revision).

*  For better performances with multiple nodes, Dell recommends a Microsoft® Windows Server® OS
(that does not have the limitation of 10 simultancous connections)

* To avoid network or serial port access conflicts, you can't install the Dell MUMC on a machine that
also hosts:

—  Dell UPS Management Software

NOTE: This is the previous Dell software for managing UPSs. If you were using it previously, remove it before
installing the new Dell MUMC software)

- Dell MUMC

On the System that Displays the Web-based GUI

The Dell MUMC graphical interface can be accessed remotely using a simple Web browser. Access to this
interface can be secured through Secure Socket Layer (SSL) connection and is also secured through login

and password.
The Dell MUMC graphical interface has been tested with:
*  Google® Chrome™

¢ Mouzilla Firefox® 3.0, 3.5
*  Microsoft® Internet Explorer® 6(*),7,8,9  (*) IE6 should work but the performance is not optimal.
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Quick Start Installation

This section includes quick start installation and configuration instructions.

Graphical Installation
To install the Dell MUMC:

1 On a Windows XP, Vista 7, or on a Windows Server 2003 and 2008 machine, run the Dell Multi-UPS
Management Console package under an administrator account. A Web browser displays the Dell
Multi-UPS Management Console Installer Welcome screen.

2 Observe the prompt and verify that the communication device is connected. Click Next (see Figure 2).
The Login screen displays.

@ Dell Multi-UPS Management Consele Installer

DAL MULTLUPS MANAGEMENT CONSOLE = V01.08

p Welcome Welcome to Dell Multi-UPS Management Console installer

License

Select Path Please check that your device communication

Installation... is connected before proceeding with installation

Finish

Figure 2. Welcome Screen

3 Read the application description. Type the login and password and click Login (see Figure 3).
% NOTE: The default entry for login and password is admin.
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Figure 3. Login Screen

Configuration
When started, the application automatically performs a discovery using the “Quick Scan” option:

*  Using the “Quick Scan” operation, you will discover, through broadcast, within a few seconds, all

Dell UPS Management Cards, Dell PDUs, and Dell UPS Local Node Manager (ULNM) (or Dell
ULNMs)on the local subnet network.

*  The discovered nodes are displayed using Settings > Auto Discovery (sce Figure 4).

*  Tor the other nodes, perform the discovery based on IP address ranges using the “Range Scan” option.
Using “Range Scan” discovers the nodes that are outside of the network segment and nodes that are
not compatible with the “Quick Scan” feature.

*  Refer to the Compatibility list to determine if your node supports “Quick Scan” feature.

(Optional) If you want the computer running Dell MUMC to shut down in the event of a power failure:
Use Settings > Shutdown > Module Settings to activate the shutdown module.
Irom the Settings > Shutdown page, assign the following:

e [P address of the UPS that powers the local Computer

*  The access parameters through the login and password entries.

License Code

The Dell MUMC monitors up to 32 devices (including Dell UPSs, Dell PDUs, and Dell Network
Management Card) without a license key.

If there are more devices to be monitored, an appropriate license is needed. The license can also be
upgraded later without reinstallation.
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For “Silver” or “Gold” paid versions:

* In Settings > System > Edit System Information, enter the license product key provided:

Dell MUMC Silver License (33 to 100 device nodes)
Dell MUMC Gold License (101 to unlimited devices nodes)

NOTE: Nodes that are not managed due to license limitation will appear with this icon: @

DeAL

=+ Events

E 5 Events List

# Events Calandar
9= Managemen:

Q’-" Nodes Seftinga

l{; Nodes Upgrade
255 Settings

4 At Discavery

_J Actione

'\ Shuidown

7 Virlualization

P oystenm

o Log

S User List

Multi-UPS Management Console

i Sjo] e £ Quick scan
HEMews Type Status Hame Wac Address Class Location  Contact Lk £range scan
2% Node List ¥
Py A @ Dol UPS Tower 15209 HY RS-232 device £ Addressies) sca
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3 Power Components 2 @ GREFRWHPE003057.curn.e DELL Wut-UPS Man ® & setnods aceass parameters
83 Node Mag A @ 18653224189 00:20:85 FD:74 Network Manageme HDesk  HTest (B @ Edr

L8 Remove nodes

M Solectal

Desslect all

I;‘:E'. 86 pOWer source

Figure 4. Quick Start - Auto Discovery

Operation

The Views > Node menu item allows you to supervise the current state of the compatible power devices
and application. Select a line in the list and the panels are updated with selected device information (see

Figure 5).
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Figure 5. Quick Start -Node Information in Selection View

[Optional] If you have enabled the Shutdown module:

* The Views > Power Source menu item allows you to supervise the current state of the UPS
nominated as power source in the Shutdown optional module.

* The Events > Event List view allows you to view the device events.
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Installation Result

If you install a new Dell MUMC release without uninstalling the old one, you will keep your database and
your product settings.

At the end of the installation, the following shortcuts are created in the group Start > Programs File >
Dell > Multi-UPS Management Console:

- Open Dell Multi-UPS Management Console: Starts the main Dell MUMC graphical interface
- Start Dell Multi-UPS Management Console: Starts the service

—  Stop Dell Multi-UPS Management Console: Stops the service

- Uninstall Dell Multi-UPS Management Console: Uninstalls the program

A service called “Dell Multi-UPS Management Console” is also created for the Database Acquisition
Engine.

- This service automatically starts on machine boot-up.
- This service provides the Web Interface.

A System Tray Icon displays the alarms on the local computer. Right-click this icon to display the same
shortcuts as the Windows Start menu.

Uninstalling the Dell MUMC (Standard Methods)
Two standard methods for uninstalling the Dell MUMC are available:

From the Add/Remove programs item of the control panel, select the Dell Multi-UPS Management
Console Vx.xx package to remove it.

You can also uninstall from the shortcuts to remove the product and custom files (if you confirm the
action):

Start > Program File > Dell > Multi-UPS Management Console > Uninstall Multi-UPS Management
Console

This will allow you to remove the database and custom files if you confirm that choice.

Installing/Uninstalling the Dell MUMC (Command Line)

You can install or uninstall the product from a command line in order to deploy the software in a group,
with or without using the graphical interface. This method also provides the ability to configure
protection settings from the command line.

Detail of available command options can be obtained using command:
- <packageName> -help

-  <packageName> [COMMAND] [OPTION]...

The available commands are:

— -install  Launches the installation/upgrade process (default).

— -uninstall Launches the process to uninstall the application.
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*  The available options are:
— -debug  Displays debugging information on the console.
— -silent  Install the application silently.

*  Access the installation folder:

—  -dir <installPath>

Example

The command <packageName> -install -silent -dir "C:\Program Files\Mylolder" will install Dell
MUMC silently in C:\Program Files\Mylolder.

After the installation is completed, open a Web browser with the following URL:

http://<host>:4679/, where <host> is the host name or IP address of the machine hosting Dell
MUMC.

Upgrading the Product

If you install a new Dell MUMC Release without uninstalling the old release, you will keep the database
and product information from the old release.
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Configuration

This chapter describes how to configure the Dell Multi-UPS Management Console (MUMC).

Node Configuration and Console Settings

Each node [Dell UPS Management Card, a Dell PDU, or Dell UPS Local Node Manager (ULNM)],
must have a valid IP address (or a DNS name) in the range that you have entered for auto-discovery. (See
“Compatibility” on page 10.)

Dell MUMC automatically receives the alarms (through notification or polling) without specific
configuration on the network card, proxies or applications.

For SNMP acquisition, check the community name.
*  Default community name is configured in Settings > System > Default Community Name.

* A specific community name can be defined for each IP range in Settings > Auto Discovery > Range
Scan > Password.

Discover Nodes Connected on the Network

1 Start the “Dell Multi-UPS Management Console” main graphical interface from the previously created
shortcut.

2 Select the Settings > Auto Discovery menu item.

Irom Settings > Auto Discovery, the following discovery methods are available (see Figure 6):
*  “Quick Scan” (automatically performed when application starts)

*  “Range Scan”
¢ “Address Scan”
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Figure 6. Auto Discovery Method Buttons

The following operation notes apply when discovering nodes:

*  The “Quick Scan” request 1s a Broadcast frame on 4679 IANA reserved port and 69 standard TF'TP
port. Using the “Quick Scan” operation, you will discover through broadcast within a few seconds

following Web/SNMP cards.

*  For the nodes outside of the network segment, perform the discovery based on IP address ranges using
the “Range Scan” option. Using the “Range Scan” operation you will discover the nodes that are
outside of the Network segment and nodes that are not compatible with the “QOuick Scan” feature.

*  “Address Scan” performs a single address scan (or several IP addresses separated by the ';'character)

Configure Actions

You can define the way users will be notified when node events happen.

Irom the Settings > Actions menu item sclection, the Actions page displays. The following buttons are
provided (see Figure 7):

*  Create a new action
*  Copy selected action
*  Edit selected action
o Test selected action

¢ Remove selected action
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Figure 7. Actions Page

Create a New Action

Using the Create a new action button, you can filter the action by selected event criteria and use settings
to define the action to respond as follows

* Send e-mail: Respond to the action with e-mail
* Execute script/program: Execute a script or program on UPS events

¢ Send alarm notification: Send a notification to the local alarm notification box, available from the
System Tray icon
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The Create a new action button displays the Create new action dialog (see Figure 8).

Create new action =
Action active™: 7|
Action name™®:
Event criticalities™: & n® WL e
Event categories™: f? All events
From view™: All Views B

Action type™: Email et
Settings

SMTP server®: Ex: smip.server.cor

ISMTP port: |

Login:

Password:

Recipient™; Ex: e m
Sender:

Subject: r'd

Message: F 4

Digest™: None b

[ seve J[_ concd ]

Figure 8. Create New Action Dialog Box

NOTE: The “*” fields are required.

Events Filter
You can filter the action according to:
* LEvent criticalities: Critical, Warning, Normal, Communication Lost

NOTE: With this parameter, you can filter the notification according to the event level. Refer to the event list
provided later in this document. If you select “Critical” as filter you will not receive the associated “Normal”
event informing that the device status changes from “Critical” to “Normal.”

* LEvent category: All Events, Alarms, Shutdown events, Power events, Measures
NOTE: The penicon allows editing and selecting the event category.

*  View: The view that triggers the event
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Email

To receive email on UPS events:

You have to indicate the SMTP server address and recipient email address. Login and password are
used when SMTP server requests authentication.

For advanced use:

You can customized the subject, such as when you use third-party service provider to translate email
into SMS.

You can specify that you want to receive a consolidation of the alarms that occurred during a delay time
duration that you choose.

For example, if you specify none, each alarm will generate an email. With this setting, you will receive
more email for the same number of events.

Execute Script/Program

To execute a program on UPS events, the program path will be required.
NOTE: The program is executed under the SYSTEM account.

If an action (script or program) cannot be executed under the SYSTEM account, it is necessary to
modify the execution context before it can be run.

To allow a user to run specific tools and programs with permissions that are different from those
assigned to the user's account, use the Windows “RunAs” command. This allows you to save the
password (Windows XP Service Pac 2 and more recent versions).

Use the following Microsoft command:

> runas /profile /user:<windows_login> /savecred <DELL_MUMC
INSTALLATION PATH\mc2.exe>

When first executed, a password is required; it is saved for subsequent executions.

Alarm Box Notification

The alarms are displayed on the local computer in an alarm box (see Figure 9). The status part of the
alarm box is optional. It only appears if a Power Source has been declared in the Shutdown configuration.

Configuration | 28



@ 'Dell Multi-UPS Management Console' Motifications EI@

e 166.99.250127 051 0M1-4:55:26 pm Communication with device is restored
g 166.99.230 127 05 0M1-4:54:21 pm Communication with device has failed
e 166.99.250127 05M0M1-4:46:17 pm Communication with device is restored
9 166.99.250 127 05M01-4:43:17 pm Communication with device has failed
g VIM-20058-wCenter ey 05M1041-4:40:15 pm Communication with device has failed
g 166.99.2501 20 08104 1-4:38:41 pm Communication with device has failed
g localhost.euro.ad.etn. 05M10M1-4:38:32 pm Communication with device has failed
@ VIM-TGCDEHR2L1Pe 051 0M1-4:38:32 pm Communication with device has failed

Figure 9. Alarm Notification Box

The Systray provides access to the alarm box. Right-click the System Tray icon for fast access to the
functions. If no Power Source has been declared, the System 'Tray Icon can have the states described in

Table 5.

Table 5. System Tray State Icons (Power Source not Declared)

Icon State Description

o
o

The System Tray Icon correctly receives alarms from Dell MUMC.

Communication is lost between Systray and the Dell MUMC.

If a Power Source has been declared, the System Tray Icon can have the states described in Table 6.

Table 6. System Tray State Icons (Power Source Declared)

Icon State Description
The System Tray Icon correctly receives alarms from Dell MUMC. AC is
{i@, present on the Power Source.

The System Tray Icon correctly receives alarms from Dell MUMC. The
r] Power Source runs in battery mode.

The System Tray Icon correctly receives alarms from Dell MUMC. A
@ Warning event occurred on Power Source.
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Table 6. System Tray State Icons (Power Source Declared) (Continued)

Icon State Description
The System Tray Icon correctly receives alarms from Dell MUMC. A critical
0 event occurred on Power Source.
0 Communication with Power Source has failed.

Advanced Events and Actions Customization

In Dell MUMC installation folder, there is a configs/scripts folder containing a sample user-defined
action script (sample_user_script.js).

You can modify this script or create new scripts that define very specific events and actions. The sample
script provides details about the expected structure and syntax for defining new actions and triggers.
To activate the execution of a script, set the enabled property to true as follows:

UserScript =

{

name: "MyScript",

enabled: true, // Set this property to true to enable the script
}

Sample Scripts found in {INSTALLATION_PATH}/configs/scripts
Sample script: windows_event. js

This is a sample user script for Windows Event Logs. It allows the software to write in the local windows
event log (Utility Failure/Utility Restored events). It is enabled by default.

The bolded attributes can be modified as follows:
UserScript =
{
name: "WindowsEvents",

enabled: true, // Set this property to true to enable the script
onEvent: true,

delay: 0, // This property can be used to delay first execution of
the script

interval: 10000, // and at an interval of every 10 seconds after
that

Sample script: humidity shutdown.js

This is a sample script to trigger a humidity or temperature alarm from a PDU and launch a shutdown
sequence. This script illustrates what can be done with PDU probes.
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The bolded attributes can be modified as follows:

UserScript =

{
name: "ShutdownByTemperatureOrHumidity",
enabled: false, // Set this property to true to enable the script
onEvent: true,

delay: 0, // This property can be used to delay first execution of
the script

interval: 10000, // and every 10s from that

/// @property {Integer} pduName This property is PDU ip address
with humidity sonde which must be checked

pduName : "178.222.223.224",

/// @property {Integer} pduHumidityLimit This property is value
limit of humidity before shutdown.

pduHumidityLimit : 20,

/// @property {Integer} pduTemperatureLimit This property is value
limit of temperature before shutdown.

pduTemperatureLimit : 20,

Advanced Sound Alarm Customization

To configure sound alarms on events:

1 Inthe file {INSTALL DIRECTORY N\Dell\MultiUPSManagementConsole\configs\config.js, change
the configuration as follows:

'systray':

{
'soundAlarm': false,
'notificationIcon': true,
'notificationBox': true

}
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2 Change 'soundAlarm': false, to 'soundAlarm': true, asshown below:
'systray':
{
'soundAlarm': true,
'notificationIcon': true,

'notificationBox': true

}
3 Close and restart the Windows user session so that this configuration is taken into account
NOTE: You can change the alarm sound by setting the Windows sound preferences from Control Panel (see Figure 10).

NOTE: The Dell MUMC alarms are linked to the “Low Battery Alarm” sound that you can change by selecting another
wav file.

¥ Sound e S E ﬂ

| Flayback | Recording | Sounds |Communimh’ons |

A sound theme is a set of sounds applied to events in Windows
and programs. You can select an existing scheme or save one you
have modified.

Sound Scheme:

Afternoon v] [ Save As... Delete

To change sounds, click a program event in the following list and
then select a sound to apply. You can save the changes as a new
sound scheme.

Program Events:

----- I(] Exclamation -
----- 1] Exit Windows

----- I(] Low Battery Alarm
----- Maximize

----- Menu Command
----- Menu Pop-up

DEIay Windows Startup sound

Sounds:

IWindows Battery Low.wav '][ P Test ” Erowse... ]

[ oK. ][ Cancel ][ Apply ]

Figure 10. Sound Alarm Choice
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Configure User Accounts

To configure multiple user accounts:

1 Login with an administrator user profile.

Click Add user. The Add user dialog box displays.

Type the user’s login and the user’s password (see Figure 12).

(2, D - N VU

Select the user's profile level. The following levels are available:

*  Admin (the user will be able to access all the features)

Select Settings > User List. The User List page is displayed (see Figure 11).

e User (the user will only access the visualization and is not able to set changes to the system or

nodes).

6 Click Create new user.

DAL

¥iews
B Views
B hadle List
nn;a Mode Map
=] Everts
E Ewents List
& Events Calendar
=) Managemerit
[Blnaces settings
l{ﬁ Modes Upgrade
=59 Settings
,Pj Auto Discovery
T actions
;}?Sys‘iem
[ Loy
a‘\ User List

Multi-UPS Management Console

«| @ | User lisk [ add usef
Login admin z

Frofile: Admin ]

Lagouw

Figure 11. User List Page

Add user
Login:
Paszweord:
Confirm passwiord;

Profile:

X
Liser
P
e
w
Admin
Save - (Jser {E}

Figure 12. Add User Dialog Box
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Note that the Dell MUMC contains a default Administrator profile with:
*  “admin” as login
e “admin” as password

WARNING: For security reasons, it is strongly recommended that you change the default password immediately after
the installation. A Popup provides a security warning if the password contains less than eight characters.

System Settings

You can edit system settings. From the Settings > System menu item, you can edit system information,
edit language, edit scan settings, and edit module settings (see Figure 13).

DAL Multi-UPS Management Console Cos
fews “| & | System {ﬂ' it system informat
JViews & system 3B = =
23 Node List Abput Dell MubilIPS Managament Consoke @ cor angusg
3 ‘g Power Source Product version: 04.07 build 0015 T —
{8 Power Components License: Free
08 Node Map Product key

Server system name. Windows NT6.09.01

j Events
& Viebste ink hitpi'supportdell.com
& 5 Events List Coniact
% Eventa Calandar Location
| Management
c
8 tisden Selings @ Language Settings
Language: [en] English
(g5 notes upgrade Date Fermai: ddimmiyyyy
1 Settinga Time Format: HH:MM:ss

#% suto Discovery Temperature Unit: [*C] Celsius

] Actions
‘.g. Scan settings

Automatic scan: Enabled
ZML Enabled

o Shutdawn
+ Virlualization

& sysem Username | Password: |

L] Leg SNIPY! Enabled

-}\. User List SHWP community name: pubdic
SHKPyS Disabled
HUT Enalbled

72 Modules Settings
Wanagament Enabled
Shutdown. Enabled
Virnualization (Network Soluton Only): Enabled
User drivers Enabled
Redundancy: Enabled

Figure 13. System Settings Page

Select one of the items, and then double-click the item, or single-click on the corresponding button in
the right-hand side menu:

* LEdit system information modifies contact and location information.

* Edit scan settings changes the default SNMP community name for discovery.
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* Edit modules settings allows you to enable/disable Dell MUMC optional modules:
—  Management enables nodes settings mass configuration and nodes upgrade features
—  Shutdown enables shutdown of the computer running Dell MUMC in the event of a power failure
- Virtualization enables management of virtualized IT systems
-~ Redundancy provides support for >1 UPS in N+1 redundant configuration

* LEdit language allows you to change the user language, the date and time format, and the temperature
unit (Celsius or Fahrenheit)

Edit language .
Language: [en] English ==
Date Format: dd/mmy/yyyy =
Time Format: HH:MM:ss 52

ITempemture Unit: [°C] Celsius . I

[ Save ] [ Cancel ]

Figure 14. Edit Language Settings
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Supervision

This chapter describes supervision features in the Dell Multi-UPS Management Console (MUMC).

Access to the Monitoring Interface

To monitor the Power Source, start the main Dell MUMC interface. You can access the interface locally
or remotely.

Local Access
From the system where Dell MUMC is installed, you can use the following shortcut:

e Start > Programs File > Dell > Multi-UPS Management Console > Open Dell Multi-UPS
Management Console

Remote Access

1 From a remote machine, you can type either of the following URLs in a Web browser:
https:/<name or IP address of computer hosting Dell MUMC>:4680/
or
http://<name or IP address of computer hosting Dell MUMC >:4679/

2 In SSL mode, accept the certificate by clicking Yes (see Figure 15).

Security Alert r')-_<|

ri‘; Infarmation you exchange with this site cannot be viewed or
?. changed by others. Howeser, there is a problem with the site’s
3 zecurty certificate.

& The zecuity certificate waz izsued by a company you have
not chosen to trust. Wiew the certificate ta determine whether
you want to tust the certifying authority.

° The security certificate date is valid.

& The name on the security certificate iz invalid or does not
match the name of the site

Do pou want to proceed?

i Yes | [ Mo ] [ Wiew Certificate ]

Figure 15. Accepting the SSL Certificate
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3 To install the certificate on IE7 for Vista, perform the following steps:

a  Run IE as an administrator by right-clicking the desktop icon and choosing “Run as
Administrator.”

b Open the Dell MUMC.
¢ Click through the certificate error.
d Click the Certificate Error button in the address bar.

e Click View Certificate.
f  Click Install Certificate.
Click the “Place all certificates in the following store” radio button, and choose the “ITrusted Root

Certification Authorities” store. If you don't do this, the certificate goes in your personal store, and it is
not trusted by IE.

5 FEnter the Login and Password.

Node List View

The following default columns are displayed in this page (see Figure 16):

Type: Graphical icon to differentiate UPS/PDU and Applications

Status: This icon represents the severity of the most critical event active on the monitored device
Name: The IP address, the DNS name or user defined name

Description: The product name or description

Location: The node location

Contact: The node contact

Link: Link to the device Web site (if available)
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Figure 16. Node List View

You can sort (ascending or descending) your device list by clicking the column titles (Status / Name /

Description/ Location / Load Level ...). You can also add columns, as illustrated in Figure 17.

Supervision

38



DAL Multi-UPS Management Console

Views “ @ NodeList & Selection view
B Views Type Status Name Description Location | Contd (4] Tvee htion
&==Hode List - 1
= b Dell UPS Tower 1 Dell UPS Tower 1820W HV |4 | sorascangng | b
= '3 Power Source L“] a) : P 1P acdress 66.99 224
& Power Components [ (/] GREFRWHPS00S  Windows NT/E 01.01 &d sort descencing | 2 )
u 1 Ms: Address Desq
5.4 Node Map @ (] 16599224143 Evolution 650 T Colums IRl pltec oo e=e e
=" :|-El.'e.-1tg | Description Nomi
* g Events List 7] Serial number P ad
&lEw !
- Events Calendar [C] cless ‘l jac
= {3 Management o Serg
[f8 Hodes Settings b Cles:
[¢d Nodes Upgrade ] 05 Type ;nc.:
3 Conl
=) Settings (] Location =
&Au‘tn Dizcovery ] Conbact o
=
Action it
= | Load level
.J?’ Shutdawn 5
T Virtualization || Battery capacity state
G}System | Shutdown timer Source
[ Leg 7] Estimated rurkime to shutdomn el
3 User List (7] Battery runtime capaciy
| Shukdavn durakion run time
] Master output egment #1: Gr|
5 egment #2. Gr
|| Pawer Source
| Cutlet group =
7] User Type d Applications
| User tate
] Acvess Date
@] Lk 2510720

Figure 17. Adding Columns in Node List View

Flexible Panels View

The Views >Power Source menu item selection displays the Power Source page. You can select which
information and status panels you want to see in the Power Source display for devices and applications in
the Node List. For example, in Figure 18 the following panels display:

* Information and Status
*  Measures

*  Graph

*  Synoptic
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Figure 18. Power Source View

To select which panels display in the view, select one of the device/applications in the list and “Detailed
Panels” displays in the right side of the window (see Figure 19).

*  Click the bar title to collapse/extend the panel.
*  You can also show or hide * all the views menu or selection view menu.

*  Select (check) a checkbox to select which panels you want to add in the selection view.
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Figure 19. Panel Selection Dialog Box

NOTE: Some of the panels are only available for specific node types.

Panels List

Information Panel

The following node information is displayed in this panel (see Figure 20):

166.99.xx.yy: DNS name (or IP address) is displayed near the “status icon”

Description: Commercial product name

Firmware version: Firmware revision level of the UPS or the Dell NMC card setup as power source
Nominal Apparent Power: Device load capacity in VA

IP address: Device IP address

Mac address: Device MAC address

Serial Number: Device serial number (if available)

Class:. Type of card

Location: Device location (value of syslocation object can also be configured in the Device page)
Contact: Device contact (value of syscontact object can also be configured in the Device page)
Link: Link to device Web site (if available)

NOTE: The information displayed in this panel depends on the node types you are viewing.
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Link =]

Figure 20. Information Panel

Status Panel

The following node status is displayed in this panel (see Figure 21):

*  Power source: AC Power / Battery

* Battery state: Charging / Discharging / Default / Floating / Resting

* Load Level: Output load level of the device

*  Battery capacity: Battery capacity of the device

* Battery run time: Thee device remaining backup time

*  Master Output: Main output status (ON/OFF/Internal Failure/On Automatic Bypass/Manual

ByPass/Overload)

*  Outlet #x: Output outlet status (ON/OFF)

NOTE: The information displayed in this panel depends on the UPS capabilities.

Statu

Battery state

Powver Source

Load level

Battery capacity

Battery run time

Load segment #1: Load Segmentt
Load segment 22 Load Segment2

@ Resting

@ on ity
[T
(] =5 %
Gh10mni17 =
on

o

0%

Figure 21. Status Panel
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Outlets Panel

The following outlets status information is displayed for the selected PDU in this panel (see Figure 22):
* Contextual information is provided when mouse is over the outlet
*  When you select an outlet in this panel, the Graph panel displays the information for this outlet.

*  You also have to select Outlet information in the Graph settings dialog (accessible through the graph
settings button ¥# in the Graph panel)

Outlets =-
1@ =@ =@ + @
& B (nutlet 2 test
Factory Group 1 test § Load segment #2
o B ¥ R ]
& on
13 @ Outlet current : 0 &
17 B Outlet vaoltage | 23516 %
Cutlet active powwer @ 0y
21: B Cutlet apparent povwer @ 0WA
Consumpgtion since 0601 M1-11:44:53 am (1 3d23h41 min) : 0 Kb

Figure 22. Outlet Panel

The outlet state is color coded in the display (see Table 7).

Table 7. Outlet Color Codes

Icon Color Description

Green Powered (ON)
&

Red Not powered (OFF)
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Measures Panel

This panel displays the selected device electrical parameters for single-phase or three-phase devices,

depending on the node capabilities (see Figure 23 and Figure 24).

Measures

""" Input
Input freguency S0 Hz
Input voltage 241w

— Output
Battery output voltage 76V
Output frequency 50 Hz
Output voltage 243V
Output current oA
Global apparent power 0vaA
Global active power 0w
Peak Consumption 12'W
Cumulative Consumption 0w
Peak Headroom 1.81 kw

Figure 23. Measures Panel (Single Phase)

Measures
— Input
Phase 1 Phase 2 Phase 3

Input current oA 022 A oA
Input voltage 2391V 24144V 24128V
Input active power ow MW 0w
Input apparent power WA 49 WA 0WvA
Input frequency 499 Hz

— Output
Global apparent power 49WVA
Global active power 20W

— Consumption
Phase 1 - gince 06/06/11-7:04:55 pm 0.78 kWh
Phase 2 - gince 06/06/11-7:05:22 pm 7.02 kKWh
Phase 3 - gince 06/06/11-7:05:48 pm 1.41 kWh
Global - since 01/01/00-1:04:03 am 1217 KWh

Figure 24. Measures Panel (Three Phase)
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Environment Panel
This panel displays the selected device sensor information (see Figure 25):
* Temperature: Temperature (in °C)
*  Humidity: Humidity level
* Input #1: Status of first contact (open / closed)
* Input #2: Status of second contact (open / closed)

NOTE: For more information about the tow optional input connections, please refer to the Dell Environmental Monitoring

Probe (EMP) User Guide.
Ervironment -
Temperature W 2290
Hurmiicity W 162 %
It #1 @ Open
Input #2 G Cpen

Figure 25. Environment Panel

Graph Panel

This panel displays the graph of the main measures of the selected device (see Figure 26):
*  The B button allows you to zoom in the graph.

*  The ¥ button allows you to select the data you want to display in the graph.
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Graph - A¥011901H *
I S e et ! [ ————
| Date. 052110 - %:43:11 am

Input woltage: 234V |
| Loset levet I 28% |
| Battery capaciy: [ 100 % |
| Battery run time: 1 min40 s
= e TR s
TR T I
It S e
05/21/10 - 8:56:34 am v} 05(21{10 - 10:56:34 am

Figure 26. Graph Panel

Synoptic Panel

This panel displays the selected device synoptic (see Figure 27). In the top left corner under the banner,
the UPS electrical topology is indicated, such as Online UPS, Line Interactive UPS, and so forth. A tool
tip is displayed when you move the mouse over one of the functional blocks.

Synopkic o
Online LIPS

P=

Master
| Dutput measures

| Load level MO s9% |

Apparert power 443 kWA
| Output vottage 230 |
| Output current 198 |
Output fregquency 49 Hz

Figure 27. Synoptic Panel

Supervision | 46



The Synoptic color coded icons display for the following (see Table §):

e UPS modules
*  Battery modules

e FElectrical flows

*  Electrical power sources at UPS input

* Load at UPS output, with status linked to UPS output status

¢ Combined color codes

Table 8. Synoptic Panel Icons

Symbol Color Description

UPS Modules

AC/DC DC/AC Bypass Green Status OK and Active
R

AC/DC DC/AC Bypass Red Internal Fault and Inactive
Ll

AC/DC DC/AC Bypass Gray Status OK and Inactive or Unknown
4 e

Battery Modules

ﬁ Green Status OK

@ Orange Battery charge is less than 50%
H Red Battery fault or End-of-backup
r-.? Gray Battery status unknown

!:"

Electrical Flows
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Table 8. Synoptic Panel Icons (Continued)

Symbol Color Description
Yellow Current flow through the cable
- NOTE: The object animation gives the direction of
the current flow.
Gray No current flow through the cable

WARNING: The cable may be under voltage.

Electrical Power Source at UPS Input

D, Green Source powered. Status OK
E} Gray Source not powered or status unknown
Load at UPS Output
D, Green Load powered and protected. Status OK
E;, Red Load not powered
Gray Load status not known

>

Combined Color Code: Flow and Power Source Status

Green/Yellow

Flectrical power source is powered and provides
electrical flow

Green/Gray

Y|V

Electrical power source is powered and does not
provide electrical flow

Combined Color Code: Flow and Load Status

Yellow/Green

Load powered and protected

Gray/Red

Vv

Load not powered
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Power Source

The Power Source panel displays information on the device that powers the selected application running
on the server (see Figure 28).

Information and Skakus =
@ ups102.mbdevd.ch.etn.com

Dezcription Dell UPS Toveer 19200 HY

Maminal apparent 1920 VA,

posver

IF address 166.99.250.67

hac Address 00:22:19:FF:8E:66

ﬁ] Serial number azertyuiop
Class DELL Metwork Management Card !

01.09.0005

Location Computer Room

Cortact Computer Room Manager
Link ®

Blattery state @ Festing
Power Source @ on utity
Load level MMM 0%
Biattery capacity T 97 %
Battery run time Eh14minids
Load zegment #1: Load Segment & on
Load segment #2; Load Segmert2 on

Figure 28. Power Source

Powered Applications

The Powered Applications panel displays information on the applications, such as the Dell UPS Local
Node Manager (ULNM), that are powered by the selected device (other Dell ULNM) and their
shutdown timing profile following a power failure event (see Figure 29).

Powered applications =
Statu Mame Shutdowen diae Shutdowwn durs Outlet graup
€@ 1669925010 [N 2 min 00 s 1
Rurtime to shutdown: 22 min 20 =

Shutcdovyn cur ation:
Off time: 15 min13s

Figure 29. Powered Applications
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Events Panel

This panel displays the events list of the selected node (see Figure 30). You can sort the events according
to status, date, and message by clicking the column header.

200069

Events || -

Status  Date ezzage

270109155922 Bypaszs : Return on UPS [l=l
270109155845 Output on automatic bypass
270109155843 The outlet group 2 is on

2001 09-15:5542  The outlet group 1 is an

2701081555840 The UPS output is on

2T008-15:58:32  The UPS autput is off

Figure 30. Events Panel

Statistics Panel

This

panel displays the statistics of the selected node (see Figure 31). The ¥# button allows you to select

the time interval for the statistics. You can adjust the time interval by clicking the two buttons with the
“Irom” and “To” dates.

The statistics computed data is as follows:

Apparent Consumption (or Active Consumption in next release, in Watts)
Average Apparent Power (or Average Active Power in next release, in Watts)
Power Failure Count

Power Failure Cumulated Duration

Battery Fault Count

Internal Failure Count

Overload Count

Warning Alarm Count

Critical Alarm Count

Output Off Count

Communication Lost Count

NOTE: This information depends on device capabilities.
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Skatistics - 7 days

Communication between card and device lost
The UPS output is off

Metwark communication with device lost
Estimated consumption

Powver lost count

Cumulsted poweer [0zt time

LIPS faul

UPS overload

02/17/09 - 12:00:00 am v

L

27 54 kVaLh
3

B mind2 s

3

1

02(23/09 - 11:59:59 pm

Figure 31. Statistics Panel

Power Components

Figure 32 illustrates the Power Components View. This panel displays the components of your redundant
UPS system if the Redundancy feature is activated (see Chapter 8, “Redundancy” on page 99).

«' @ Node List

s Type Sta...

ode List =

ower Source U O
Q o

% Powver Components
ode Map

its

vents List

vents Calendar

hgs

luto Discovery

ctions

Name

ups102.mbdev...

ups92 mhdevd...

Description Baftery capacity  Batter...

Dell UPS Tower 1920w... [ 969 6 h 10mi...
Dell UPS Rack 1000w HY (TN 94 9 ©h 06 mi.

®
®

Figure 32. Power Component View (Sub-view of Power Source View)

Device Supervision

The bar at the bottom of the page provides the status of nodes being supervised. Note the following in

Figure 33:
* 14 nodes are OK
* 4 nodes are in Warning status
* 2 nodes are in Critical status

¢ (0 nodes are in Unknown status

@ ok 14 @ critical: 2

@ warring: 4

€3 Unknowin: 0

Last event: o 10/17[11 - 3:36:35 pm -

- The load segment #2 is on

Figure 33. Bottom Bar for Device Supervision
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Applications List View

To create a sub-view that filters applications, right click Node List, create a sub-view, then select

Category as criteria to filter the nodes (see Figure 34 and Figure 35). You can create sub-views from the
following information: Category, Contact, Description, IP address, Location, Name, Status, Type, User
Note, User Type. The Dell ULNM running on other computers in the network can be monitored in this

view.

s Type St..  Name De
lode List = Rl A
mhde Da ] %
werSorce Create a sub view ‘ = ¥
lode Map Create a sub view from ... ‘bdev .. Del o ;
fts hode... De ©
vents List hbde Eal o
verts Calendar | (¢)
kgement FSU 3 Eat P
odes Settings Share this view 15070 Ew -
des Uparadh | g ©
jodes Upgrade Revert this view 15066  Lin 3 ©
Ings [ o<
uto Discovery {5078 Lin g € ! Create a sub view from ... X
ctions 15083 Lin g O 4 Criteria i
phutdown E1ad Wi g O - 4 {/
ystem B Logout ‘admin’ |
og S — g —p—— -0 ol Description
Iser List P address
Location
Nome
Status
Type
or Note

Figure 34. Sub-view Selections

DeLL

Multi-UPS Management Console

Views «| /@  Node List Selection view »[&
S 8yiews Type St Name Descrigtion « Location Contact Link Informatian -
=8 g Node List
E iaci 16 mbde..  Darwin/8.0
[ AType: P’ 2 o ® @ EATON-61A42E7AY
] . 166.99.25093  Linux/26.27.4
(@rspe  Pou 2 e ® Description Windows NTiS.01.03
S rype: mnc P © cEeTonsiad.  mindows NI Iy ® ? P address 166.99.250.80
(B Typa: LK o Class DELL UPS Local Mads Manager £ 01,04,0007
-2 Power Source 3
= Link ®
Mo Map
SEgEverts Status -
SgEvents List Estimated runtime to shuldown 4h352min19s
4 Events Calender Shutdown duration 2min 005
B S Menagemert Power source shutoft active
[JEnodes Settings
[@dnaces Lparade Powier Source -
59 setings Events Sl
A st Discovery
Status Date Wessage
T actions
(@ Shuttown @ 05102102004 3m Reported communication re...
d}Svﬂem @ 081112101803 am Reported communication error
[ Log
8 User List

Figure 35. Example Sub-view
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The following default information appears in this page:

Type: Application

Status: This icon represents the status of the server.

Name: Value configured in the Applications screen (by default this is an IP address or a DNS name).
Description: Machine operating system.

Power source: The UPS that powers the Dell ULNM application/computer

Run time: Operating time in the event of a utility supply loss.

Shutdown duration: Duration in seconds, needed by the system to carry out its shutdown procedure.
Link: Link to the Web supervision interface of the Dell ULNM

Map View

This supervision map allows you to spatially represent your network nodes and uses “drag and drop”
functionality.

NOTE: Clicking a node icon will present the node information on the right-hand panel.

Create a Customized Map View

The customized map view is accessed on the left-side menu using the Views > Node Map sclection. The
map is automatically generated. (Icons are automatically placed on the Map and IP address assigned.)

The contextual tool button #| on the Node Map title bar provides tools to modify the map (see
Figure 36):

Change theme offers three kinds of icons representations (small tower icons, large tower icons, and
large rack icons).

Manage backgrounds allows you to import a new background image in the supervision tool (png, jpeg,
and gif picture types supported). You can select a background already in the supervision tool for the
map or remove the background images.

Regroup nodes will rearrange the icons position on the Map.

“Add a label” allows to create a user defined text and to place it on the Map through drag and drop.

NOTE: To delete a label, right-click on it and then click Delete.
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Change theme
Manage backgrounds

Regroup nodes

add a label

G-D Set access parameters
@ Edit asset

Figure 36. Contextual Tools Menu

Map Examples

D&LL Mult-UPS Management Console
Yiews « @ NodeMap - 11 Items @  Selection view »|@
33 Views =+ Information =] 4
= g Made List |
(@Tywe: WP + @ ups211.midevd.choetn.com
2 Type: POU
ﬁ‘ e Description Eston 5PX 1500
Type - MUMC Haminal
ETYFE "LILNKE! spparent 1500 V&
122 Power Source power
8 Node Map IP a5 166.99.250.118
5 E3Events Mac Address  O0:20:85F0ra:DF
A 3 | serial rumber Elank
& gEveris List wn S
& Events Calendar @ ups211 mhdevd.ch.etn.com Class Managemert Card £
29 "g;”"gg’"e”‘ d P address  156.39.250.118 hed
[fniodes Sattings Deseription  Eaton SPX 1500 Location Come Lab
[£2nodes Upgrade | erial number Blank Soniact Fos eam (Armo) |=
= 7 Settings Location Comm Lab Linik: ®
»%Auto Discovery i Caortact Eos Team (Amo) |
v —r - Status -
] Actions
4P Shutdown Battery state @ Floating
Q}Sys{em Power Source @ onutiity
C oy : ; Load level I 19 %
Sﬁ User List s 2
i Battery capacity R 100 %
Battery run time 42min 51 5
Load segmenit #1: Groupl on
Laoad segment #2: Group2 @ on
iz IMeasures +
| Powered Applications - 0 applications o[+ |
Events =2E
Sta...  Date Message
: @ 05024575, Communication f..
« [ I 1 ¥ o
Qo7 @ warning: 2 @ Critical: 0 € Unknown: 2 Lastevent: @@ 05/11/12- 10:20:04 am - EATON-61A426743 - Reported communication restored

Figure 37. World Map View
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List
Icalendar
t
Bettings
jporade

covery

« @ NodeMap - 11 Items

Change theme
Manage ba(kgvounds{b

Regroup nodes

Add a label

&P Set node access parameters

@ Edit node information

Manage backgrounds

Choose background image

No background

Set opacity

Opacity:

europe.jpg

usa.jpy

100% 7

Import a new picture

Choose File | US_map_-_states-fr.png @

o

Figure 38. Manage Backgrounds Contextual Menu
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Multi-UPS Management Console Log

out'admin' | Help

Views «| @ | NodeMap - 11 Items @| | Selection view »|@
:l::j:fiews * | Information
D EgMade List CA NA
%Tvpe: upe DA @ eaton-PC-0
Type : POL -
E Ve IR Description Winclowss NT/&.01.00
[ype M MC . { | P address 16598250109
I Type: ULh NTANA | PAxoTA DU NORD | . DELL Muli-UPS
g Poweer Source = Lwmmesora] - Class Management Console ¢
&8 hatle Map S e 7 01.04.0007
a ] : _
Erirts % | oakoraousuo Link ®
- L
= gEvents List i 5
at Status -
#Everts Calendar 58| @ eaton-pco
=353 Shutdorwn timer Smin00 s
= J“ga”agemem Padiress 18699250108 | | \
[‘/zﬂNodes Settings DescriptionWindows NTE 01 00 5 \‘"D"\NM. Estimated rurtime to shutdown Smin00s
[¢2hodes Upgrade | P Shutdown duration 2min 005
=7 Settings / ﬂ.f Power source shutotf Active
5 suta Discovery Lnj( KENTUCKY
— " ——|7| | PowerSource +
(] Actions | —— =2 & TENMESSEE
(e shuteawn OKLAHOMA | !’ 5 Events o[-
- ARKANSAS F— T
@System ey r \ Status  Date Messags
L b | \
i{uog g L sSSPl ALABAMA \f‘ @ 0sHIN2A01744.  Reported commun.
& lzer L
Ll TEXAS \ ! @ 051712401643, Reported commun
)LO&IIEIME 53
£ - J -
ALASKA an Mexigm®
L L
: d
o m me wom
L7 = @ 100 20 Whm
.y W
-
o 0 =] '
Qo 7 @ warning: 2 @ critical: 0 ) Unknown: 2 Last event: @) 051112 - 10:20:04 am - EATON-61442E7A9 - Reporked communication restored

Figure 39. Country Map View
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DELL Multi-UPS Management Console

Views «| @ | NodeMap-11Items @| Selection view » (@
=i Views Information =i~
28 g Mode List
(@rype - vps: E @ ups92.mbdevd.ch.etn.cam
EType: POU
ﬁ i e ) Description Dell UPS Rack 10008 HY
ETVDE LR apparent 1000 WA
& Power Source power
2B Made Map H- @ ups92 midevd ch etn.com ‘ P address 166.99.250.114
.§Hlocte Map Ditacenter P adidress 166.99.250.114 ﬁ] “S"ac. Tddrebss e 10343?'11191?18&25
=/ Everts Description  Dell UPS Rack 10000 HyY: etial number ; =
s i Serial number 1. 4114111111111112+27 Class DECLNetwor Memeoement
& &Everts List e i Card /01.09.0002
& Everts Calendar cD|E—¢ ';" o ;mp ,:' oo Location Computer Room
= Maragement o QMpLer. Room Manager Contact Computer Room Manager
[fNodes Settings (=== Link 1
@Nodas Uporads T
35)Setings Status -
At Discavery Battery state @ Resting
; Actions Powrer Source @ on ity
Shutown
- Load level 0%
@systen [
= Battery capacity M o5 %
.}‘ﬁ User List Battery run time Bh10mn17 s
Laoad segment #1: Load Segment] @ on
Load segment #2 Load Segmert2 @ on
Measures +
Powered Applications - 1 applications ol +
Events all=]|
Status  Dats Message
o 051 0M2-4:57:54 pm Communication failur.
Qo7 (@ warning: 2 @ Critical: 0 ) Unikmown: 2 Lastevent: @) 0S5/11/12 - 10:20:04 am - EATON-61A4ZE7A3 - Reported communication restored

Figure 40. Server Room Map View
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Events

List Representation

Select Events > Events List to display the Events List page (see Figure 41). All new alarms are stored in
this log. You can sort the alarms according to the Status, Date, Name, Message, and Ack fields.

ews

H
]

&72 Notified Applications
—J Events

z,"} System

«!@ | Events List

—J Views Status = Date
=3 Power Source

05/15/12-1:50:11 pm
05/15/12-12:30:44

3 Events List {,.—,7 05/11/12-4:34:12 pm
@' Events Calendar 05/11/12-4:34:12 pm

—J Settings
% Auto Discovery 05/11/12-4:34:12 pm
J Actions 05/M11/12-4:34:12 pm
J’Shutdown

05/11/12-2:42:25 pm

] Log 05/11/12-2:42:25 pm
&8 User List 05/11/12-2:17:58 pm

05/11/12-2:17:53 pm
05/11/12-2:13:58 pm
05/11/12-2:13:57 pm
05/11/12-2:13:57 pm
05/11/12-2:13:57 pm
05/11/12-2:13:57 pm
05/11/12-2:13:57 pm
05/11/12-2:13:57 pm
05/11/12-2:13:57 pm
05/11/12-2:13:57 pm

05/11/12-2:13:57 pm

0000000000000 00C0CO0OO0O

05/11/12-2:13:57 pm

Name
GREFRWHPE0
GREFRWHPS0
166.99.224.151
166.99.224.151
166.99.224.151
166.99.224.151
166.99.250.118
166.99.250.70
166.99.250.114
166.99.250.67
166.99.224.171
166.99.224.4
166.99.224.48
166.99.224 .48
166.99.224.48
166.99.224.48
166.99.224.4
166.99.224 .42
166.99.224.42
166.99.224.93
166.99.224.106

Message

Communication with device is restored
Communication with device has failed
Communication failure with environment sensor
The load segment #2 is off

The load segment #1 is off

The UPS output is off

Communication failure with environment sensor
Communication failure with environment sensor
Communication failure with environment sensor
Communication failure with environment sensor
Communication failure with environment sensor
Communication failure with environment sensor
The load segment #2 is off

The load segment #1 is off

The UPS output is off

The system is powered by the UPS battery
Sensor contact 'Input #2": off

Sensor contact ‘Input #1": off

Communication restored with environment sensor
Communication failure with environment sensor

Communication failure with environment sensor

v.? Acknowledge all events
n‘J Export logs

Il Select all

Figure 41. Events List Page

The following functions are available:

Acknowledge selected events: Adds a check box in the Ack column for selected events

Acknowledge all events: Adds a check box in the Ack column for all events

NOTE: When an alarm is acknowledged, it is marked with a check box but it is still viewable in this Event list. The
acknowledged alarms disappear in the Power Source > Event dedicated portal panel.

Export Logs: Creates a logs.csv file with the following syntax:

"Date", "Node", "Type", "Level", "Object", "Value", "Message",

"2009/01/27-

18:35:20.840","166.99.250.83", "Measure","0", "UPS.PowerConverter.Inpu

t[1l].Frequency", "49",

14

NOTE: The export command may take several seconds before allowing download to create the logs file.
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e Select all: Selects all displayed events

¢ Deselect all: Deselects all selected events

Calendar Representation

Select Events > Events Calendar to display the Events Calendar page (see Figure 42). In this matrix
representation, each line is a week and each column is a day in the week. If you select a day or an interval
(with the date-picker or using the shift+click command), the Events and Statistics panels provide all
information for this selection and automatically refresh when new statistics have been computed.

DEAL Multi-UPS Management Console Logout admin’
Yiews <«/|@ | | Events Calendar & | selection view
j‘-ﬂn\r’IEWS Wigek - Sun.. Moo Tue.. We.. Thu.. Friday 3Sat. Events - 1 event - on 05/11f12
a2 Nocle List
Hamhlode L 19(0502... @ Status  Date Narme Message 4
g Power Source
] |:I|:§ Nade Map [ ] 0511M2-10:...  EATOM-B1A.. Reported communication...
45 Events Date: May 11, 002 | ey o EATOME1A..  Reported communication
% 2Everts List ® ¢ )
0 2 05M1M210:...  eston-PC-O Reported communication...
3 Events Calendar
2 S Management @ 051210, iMaci16mb..  Reported communication...
[J2Nodes Settings @  0SM1A210.. 1669925083  Reported communication
Kdnisces Upgrade ©  0SM1AZA10.. 1669925083  Reported communication...
= Settings
,-&Autn Discavery @ 051210, eston-PC-O Feported communication...
] actions 0 05M1M2-8:3 16689 250768 Communication with devi
i @  USN1A2-85. 1659925086  Commumication wih devi..
{:}Sys‘tem
[ Lo
m Uszer List
Page|1 [of 1| B @ || 25 | [Itemsper page  Disp)
Skatistics on 05/11j12
Communication st
@ok: 7 @ warning: 2 @ critical: 0 © Unknown: 2 Lastevent: @) 05/11/12 - 10:20:04 sm - EATOMN-61442E743 - Reported communication r

Figure 42. Event Calendar Page
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Nodes Events List
The icons in the different views represent the event severity.
@ NORMAL With this event, the UPS device is returning to a normal status.
Normal Event list (UPSs, PDUs, Applications, Generic devices):

*  Communication with device is restored

*  Communication restored with UPS

*  The system is powered by the utility

*  The UPS output is on

*  Communication restored with UPS

* Battery OK

*  UPS returns to normal load

« UPSOK

*  Bypass: Return on UPS

* End of low battery alarm

* The outlet group 1 is on

*  The outlet group 2 is on

*  Communication failure with environment sensor

*  Communication restored with environment sensor

*  Humidity is in normal range

* Temperature is in normal range

* Input #x on

e Input #x off

* End of warning alarm

* End of critical alarm

* Redundancy restored

¢ Protection restored

PDU Normal Event List (Specific to PDUs):
* The input frequency is in normal range
* The input temperature is in normal range
e The input voltage is in normal range
* The input {x} is in normal load

*  The section {x} current is in normal range
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The section {x} voltage is in normal range

The outlet group {x} current is in normal range
The outlet group {x} is in normal load

The outlet group {x} is on

The phase {x} output load is in normal range
The output frequency is in normal range

The output load is in normal range

The output voltage is in normal range

@ WARNING A problem occurred on the UPS device. Your application is still protected.
Warning Event List (UPSs, PDUs, Applications, Generic devices):

The system is powered by the UPS battery
Output on automatic bypass

Output on manual bypass

Humidity is below low threshold

Humidity is above high threshold
Temperature is below low threshold
Temperature is above high threshold
Warning Alarm (a generic Warning alarm is active on the device)
The device is under its load alarm threshold
The device is over its load alarm threshold
Protection lost

Redundancy lost

Shutdown in <time>

Remote Communication Error (remote communication or configuration issue is detected)
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© CRITICAL A serious problem occurred on the UPS device. This problem requires an urgent action.
Your application might NOT BE powered.

Critical Event List (UPSs, PDUs, Applications, Generic devices):
e The UPS output is off
*  The outlet group 1 is off
*  The outlet group 2 is off
e Battery fault
* UPS overload
e UPS fault
* Low battery alarm
*  Applications must stop immediately...
*  System shutdown in progress...

*  Ciritical alarm (a generic Critical alarm is active on the device)

PDU Ciritical Event List (Specific to PDUs):
e The input frequency is out of range
* The input temperature is above high threshold
*  The input temperature is below low threshold
*  The input voltage is above high threshold
* The input voltage is below low threshold
e The input {x} is overload
e The section {x} current is too high
*  The section {x} current is too low
* The section {x} voltage is too high
e The section {x} voltage is too low
*  The outlet group {x} current is too high
*  The outlet group {x} current is too low
*  The outlet group {x} is overload
*  The outlet group {x} is off
*  The phase {x} output is overload
*  The output frequency is out of range
*  The output is overload
*  The output voltage is above high threshold

e The output voltage is below low threshold
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G COMMUNICATION LOST Communication is lost.
Communication Lost Event List:

*  Communication failure with Device or Application

@ DEVICE IS NOT MANAGED Device is not managed

*  Your device is not managed due to license limitation. Use the Settings > System sclection to enter a
Silver or Gold license code.

Launching Device Web Interface

From the Status panel, you can access the Web page for Dell cards, including an on-board Web server.
Click the associated Web link for http access (blue icon {B) or the https access (yellow icon @)
Defining Sub-views

When you need to monitor large configurations, it is helpful to define several sub-views and then filter
the nodes or events in these categories. You can select many criteria in order to organize your tree, such as
geographical, organizational, by status, and so forth.

To define a sub-view:
1 Select a view in the Views > Node list, such as “Category: Devices” (see Figure 43).
2 Right-click this selection. The contextual menu sub-views displays (see Figure 44).

3 Click Create a sub-view from ... and follow the instructions.

To filter the nodes in this sub-view,
1 Select a view in the Views > Node list, such as “Location: Computer Room” (see Figure 43).
2 Right-click this selection. The contextual menu sub-views displays (see Figure 44).
3 Click Edit a Filter View. The View Filter Rules dialog box displays (sce Figure 45).
4 Click Add rule, then key in the Object, Operation and Values.

NOTE: With the setup shown in Figure 45, this filtered view will allow you to view the devices whose Location field
contains the value “Computer Room.”
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= Yiewes
21875 Made List
@Ca‘fegnr\; s 'Devices'
ECa’cegnry: "Application’
E7 Location : 3200 S. Susan t,
E:“E-anation :"Computer Room’
E73 Location : HPO Finland!
= ungNode [AET]
@T\;pe: ps!
@Type: ‘PO
EType: "Application’
=1 Everts
22 gEvents List
@ status - oK
@Status *fvarning'
estatus :'Critical’
Qstatus :"Communication Lost'

Figure 43. Views > Node List Example Hierarchy

Yiews 4| @ MNodel
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Figure 44. Contextual Sub-view Menu
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l Save
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Figure 45. View Filter Rules Dialog Box

Sharing Sub-views

A customized sub-view is “attached” to the user that created it. It is private. The customized sub-view is

marked with a small man on the icon of the sub-view (sce Figure 46).

Views
3 3 views
3 EENQUE List
5 3% Subview example
s Power Source
uu._'; Node Map

€«

o Views
3l Views
3 5= Node List
2 subview example
 Power Source
ua,‘: MNode Map

<« || S

Figure 46. Shared View with Marker (left) and Public View without Marker (right)

If the owner of the sub-view wants to allow the use of the sub-view by the other users, he needs to share

the view.

To share the view:

1 Right-click the view to open the contextual menu (see Figure 47).
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Share this wiew

Revert this view

v

Figure 47. Contextual Sub-view Menu

2 Click Share this view (sce Figure 48).

s «/@ Node List E
uVieWS T.. S.. Name Description « = Location Contact
agMNode List 3 92mbd... Dell UPSRa... Comput Comput

@Type‘ s U 0 ups92.mbd... el a... Computer ... omputer ... @
(@rype i e ?31 02mb.. DellUPSTo.. Computer Computer ®
QTYPeI Create a sub view from ... 55211 mb... Eaton5PX .. CommLab Eos Team (... @
T 2
Qryee ‘ £599250.. Evoltion850 RnD Comm .. Emiien ®
,ﬁ._;Power So‘ Remove this view
o SNode Map‘
:gNode \
[iEverts Share this vie,
s gEvents Lis‘ {5
&Events ca‘
(&Mignagemem% Rename this view
Nodes St
[@3Nodes Up| P Edt filter view
) Settings 5
Logout ‘admin’
&Auto Disct ELI 2

] Actions

Figure 48. Share the View Selection

NOTE: Customizing a view cancels the sharing of this view. For the use of this view by all the users, the owner of the view
must share it again.
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Shutdown

The Dell Multi-UPS Management Console (MUMC) provides local computer graceful shutdown (when
connected to a UPS through either Dell Network Management Card, USB or RS-232)

This shutdown feature can be enabled or disabled from the Settings > System > Modules Settings
selection path.

Shutdown Configuration

To access the shutdown configuration options:

1 Login with an administrator user profile.

2 Sclect Settings > Shutdown. The Shutdown page is displayed (see Figure 49).

DCAL Multi-UPS Management Console
Views | i@ | Shutdown
=0 Views \ Power Source Configuration
o E Node List Power source; Dell UPS Tower 19200 HY UPS LI T 1920
3= '?W” SO W Configuration
-] '-aﬂuwer CoRmonents Shutdown timer. Home
6 4 Node Map Shutdown duration: 120 second(s)
=3 ) Events Shuldawn type: Hibernate
E 5 Events List UPS shutoff: Active
& Events Calendar (") Criteria
=k l'iﬂr'ﬂ'iﬂ"l"ﬂ'ﬁ Standard ghutdown sequenca
 Nodes. Setti =
%l e [ uPs Configuration
MR MR Low battery alarm level 20 %
31 Settings Battery level before restart: 0 %
# Auto Discovery Load segment &1 restart delay 0 second(g)
] Actions Load segment #2 restart delay- 1 second|s)
.@’3 Shutdown Audile alarm. Enabled
o Virtualization
@ System
"] Log

3 User List

Figure 49. Shutdown Page
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DCLL Multi-UPS Management Console

Jews «| & || Shutdown -Jg Edit power source
o ke & Power Source Configuration ll £t shutdown configuration
2.3 Node List Power source: Dell UPS Tower 1920W HY UPS LI T 1920
L @in z [:3 Edit advanced shutdoven criteria
4= .nw:r Ll B Configuration 5
2 1§ Power Components Shutdawn timer; None -
o2 Node Map Shutdown duration: 120 second(s) i Test shutdown
5] Events Shuldown type. Hibernate
: 1 Events List UPS shutoff; Active | Run battery test
& Events Calendar (™) Criteria
) Management Standard shutdown sequence gié| Run UPS Upgrade Tool
Nodes Setti — z i
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E, Nodes Upgrade Low battery alarm level 20 %
{3 Settings Battery level before restart: 0%
-&AUW Discovery Lead segment #1 restart delay 0 second(s)
] Actions Load segment #2 restart delay- 1 second(s)
J—’Shu‘[ﬂown Audinie alarm. Enabled
F Virlualization
@ System
I Log

Figure 50. Configuration Buttons in Right-side Panel
The following configuration buttons are provided on the right-side panel (see Figure 50):
*  Edit power source
* [Ldit shutdown configuration
* [dit advanced shutdown criteria
* Edit UPS configuration
*  Test shutdown (see Figure 51)
*  Run battery test: Launch a battery test if the following conditions are true :
- Battery must be in rest mode.
—  The load must be over 25%.
*  Run UPS Upgrade Tool: Use if the following conditions are true :
— A power source has been set up in the software.

—  The Dell UPS Upgrade tool is installed on the operating system.

Shutdown
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*  Run UPS Logs Extraction Tool if the following conditions are true:
— A power source has been set up in the software.
—  The Dell UPS Logs Extraction Tool is installed on the operating system.
- Communication with UPS trough Serial connection.
- ltisinstalled on a Windows Operating System in the list of supported OS.

NOTE: Note: If the Dell UPS is connected through the USB or if the software is running on a Linux Operating System (not
supported by the “Dell UPS Logs Extraction Tool,” the button will be disabled.

NOTE: Refer to the Dell™ UPS Local Node Manager® Installation and Configuration User's Guide for a detailed
description of the Shutdown feature.

NOTE: For Test Shutdown, check the settings for the UPS shutoff option to ensure the expected behavior: with the “UPS
shutoff” option enabled, the shutdown sequence test will lead to the full UPS shutdown (see Figure 51).

Warning b

wWarning! The UPS shutoff is active, the UPS will shutoff at the end of the test
1(" Do you realy want to launch a shutdown test?

[ Yes ] [ Mo

Figure 51. Test Shutdown Warning Message

Shutdown through Hibernate

If available with your operating system, it is better to use the hibernation feature (available from
Microsoft® Windows® 2000 and later versions) because there are a number of advantages. When the
computer is shutting down, all work in progress and system information are automatically saved to the
disk. The computer itself is also de-energized. When mains power returns, all the applications re-open
exactly as they were and the user placed back in their work environment.

The Hibernate function must first have been activated in the operating system in the power options on
the Windows control panel Hibernate tab.

NOTE: If you select hibernate, but your computer does not have this function, the Dell MUMC will still protect the system
by carrying out the normal (default) shutdown action.
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Power Source View

When Shutdown feature is configured from the Views menu Item, select the Power Source item.
You will be able to perform the following:

* To supervise the information from the UPS that powers the Dell MUMC computer.

* To drag and drop the panels in this window to different locations to suit your viewing preference.

* In the graph panel of power source view, several measurement data are displayed (see Figure 52.)

Graph Settings »
Measures
Battery: Battery capacity Battery run time
[ Battery output voltage [7] Battery temperature
Output: [ output voltage [7] Qutput current
[ output frequency ] Power
[ Peak Consumption [7] Curmnulative Consumption
] Peak Headroom Load level
Input: Input voltage [ Input current

[ Input frequency

Bypass: [] Bypass voltage [7] Bypass current
[] Bypass frequency

Qutlet: O] Power

Environment: [C] Temperature [] Humidity

Time Scale

2 hours 2

[ Save ] [ Cancel l

Figure 52. Graph Settings Dialog Box
* To export data shown in the graph panel using the export data El button (see Figure 53).

* To export data into a comma-separated value (CSV) file, use the Export logs button located in the
Graph panel menu bar. The time scale chosen will apply to extracted logs.
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DEAL Multi-UPS Management Console
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[7] Actions
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[] Log
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Figure 53. Export Graph Data Button in Graph Panel

Shutdown Sequence

You cannot enable the Shutdown Controller feature in Dell MUMC. However, the Dell MUMC can acquire
shutdown alarms from Dell UPS Local Node Manager (ULNM) with the Shutdown Controller module
enabled.

You will find more details on the Shutdown Sequence and Shutdown Use case in the Dell™ UPS Local
Node Manager® Installation and Configuration User’s Guide.
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Advanced Management

Nodes Settings

Single Node Configuration Display

Dell Multi-UPS Management Console (MUMC) can display the card/application configuration for other
nodes on the network. Proceed as follows:

1 I'rom Management> Nodes Settings, sclect one node from the Node List page (see Iigure 54).

2 After a few seconds, on the right hand, the Node configuration panel is updated.

3 If you wish to save a standard node configuration (for example to deploy to other similar nodes), use
the Configurations > Export Configuration file to export this configuration to a file.

Multi-UPS Management Console

Logout‘admin’ |

Yiews
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[ og
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@ @
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Subnet Mask:
Gateway:

Diomin barme:

DHCP:
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IP+E Enabled.
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Select all
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Figure 54. Nodes Settings View
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Single Card Settings
Dell MUMC can configure a remote Dell Network Management Card.

Proceed as follows:
1 Login with an administrator profile.
2 Select one card from the list.

3 From the Node List button #/ select Set Login Parameters, enter the card Login and Password.
The access status changes from Access Denied (vﬁ ) to Access OK (uﬁ’ ).

After a few seconds, the Node configuration panel is updated.
4 Click the Edit button «, or load a previously saved configuration.

5 In the Network Settings Configuration dialog box, check the parameters you want to change and fill in
the new values (see Figure 55).

Metwork Settings Configuration ¥

Hostname:

TP Address:

Subngt Mask:

Gateway:

Diornain MName:

DHCP: Enabled hd v
Primary DMNS server:

Secondary DMS server:

SMTP Server (email): rnymtpserver v
SMTP Authentication: o

Figure 55. Network Section

6 Apply the changes.
NOTE: The parameters that have different values on the cards and on the configuration to apply have the = sign.

7 Sclect the parameters you want to synchronize (with the check box).

8 Click Synchronize.

Some advanced parameters details are not displayed in the Network Settings Configuration dialog box.
You need to change the advanced parameters details directly on one device and then synchronize the
configuration from this device to other devices.
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Figure 56 provides a typical example with PDU Power Schedule configuration. The details of Power
Schedule 1 to Power Schedule 8 are available from the device Web interface. Checking all Power
Schedule “n” advanced parameters will synchronize all the advanced parameters details of the category.

= | power Schedule #

Selectall 7]
Povver schedule 1 - name: Power Schedule 1 [
Power schedule 1 - advanced parameters:
Powver schedule 2 - name: Bouar Schadula t [T

Advanced parameters are not displayed, See device
Power schedule 2 - advanced paramete . p
interface fior more detais,

Powver schedule 3 - name: FOWET SCITEUe F

Power schedule 3 - advanced parameters:

Powver schedule 4 - name: Power Schedule 4
Power schedule 4 - advanced parameters:
Powver schedule 3 - name: Power Schedule 5
Power schedule 5 - adwanced parameters:
Powver scheduls 5 - name: Power Schedule &

Power schedule § - advanced parameters:
Powwer schedule T - name: Power Schedule T
Power schedule T - advanced parameters:
Powver schedule 5 - name: Power Schedule §

NOEOROEOEORD

Power schedule 3 - advanced parameters:

Figure 56. Advanced Parameters Not Displayed

Multiple Cards Configurations Synchronization

The Dell MUMC can make changes to multiple Dell Network Management Card configurations
simultaneously.

Proceed as follows:

1

From Management> Nodes Settings, sclect several cards from the Node List page using a “crtl-and-
click” action (see Figure 57).

From the Node List button &/ select Set Login Parameters and enter the card login and password.
The access status changes from: Access Denied ((ﬁ ) to Access OK ( ¢"ﬁ').

After a few seconds, the Node configuration panel is updated.

From the combo box select the configuration that will be the model, or click Edit =

The parameters that have different values on the cards have the = sign.
Select the parameters you want to synchronize (with the check box).

Click Synchronize.
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Multi-UPS Management Console
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Figure 57. NMC Mass Configuration

Nodes Upgrade

Upload Device Firmware
Perform this procedure to upload a device firmware:

NOTE: Refer to the network cards release notes to determine the latest firmware release compatible with the hardware
revision.

1 From Management > Nodes Upgrade, sclect the cards on the Node List page.

2 From the Node List button '#! select Set Login Parameters and enter the card login and password.
The access status changes from: Access Denied ((ﬂ' ) to Access OK (c’ﬁ ).

3 Irom the Firmware > Import Firmware File... list box, the uploading window displays.

4 Click Browse, sclect the firmware from a disk accessible from the computer, and click Open.
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5 Click Firmware > Upload Firmware to nodes.
The cards will be updated with the firmware selected.
NOTE: Dell PDU firmware upgrade is not supported at this time.

Multi-UPS Management Console
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Figure 58. Management / Nodes Upgrade View

Upgrade Applications

Perform this procedure to update the applications:

1 Under Management, select Nodes Upgrade, then select the application (or applications) to upgrade
in the Node List (see Figure 59).

2 From the Node List button ! select Set Login Parameters, and enter the access login and password.
The access status changes from: Access Denied ((ﬁ ) to Access OK (c-'"ﬁ' ).
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Figure 59. Management/ Nodes Upgrade View 2

3 Irom the Applications upgrade panel, click Update (see Figure 60).

The status of the applications (with respect to the version) is updated.

An update is available

¥ersion 01.04.0009 is available.

Mew releass is available on Dell site:
Download the new release, then install the update manually,

Close

Figure 60. Applications Upgrade Message
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Virtualization

The Dell Multi-UPS Management Console (MUMC) Virtualization module for VMware and HyperV
requires the Dell Network Management Card. For VMware environments managed by vCenter, only the
Dell MUMC application is required. For VMware environments without vCenter and all other
virtualization platforms, Dell UPS Local Node Manager (ULNM)must be installed on all hosts and
configured to communicate with the UPS Dell Network Management Card.

NOTE: USB/RS-232 communication protocols are not supported for virtualization applications.

The Dell MUMC Virtualization module will retrieve information from the hypervisor (for example,
VMware® ESX™, VMware® ESXi™, and Citrix® XenServer™) or manager (for example, VMware®
vSphere™ and Microsoft® System Center Virtual Machine Manager® [SCVMM]).

The Dell MUMC can execute advanced virtualization features on UPS Power Events:

* Trigger the move of the virtual machines to other hosts by setting the VM host into maintenance
mode. The data center will benefit with this zero down-time feature.

* Trigger Shutdown of the VM Host through vCenter. The data center will benefit from hosts graceful
shutdown.With other platforms, this function is done by the Dell ULNM application.
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Dell Multi-UPS Management Console Virtualization Solutions for
VMware, Microsoft, Citrix, OpenSource Xen, and KVM

Dell Solutions for VMware
Dell provides three solutions for VMware that are illustrated in Figure 61.

{ Network }
h.-‘ *«:‘ t:‘
B B =
ESXi anfl Dell ESXi or ESX vCentérand
ESX and Dell ULNM ULNM od vMA Dell MUMC
Senver

"0 "o

Dell UPS Dell UPS

Figure 61. Dell ULNM and Dell MUMC Configurations for VMware

Solution 1

In this solution, ESX and ESXi hosts are controlled by vCenter (paid version only), which provides
following features:

*  Agentless host management (Dell ULNM does not need to be installed on each host)
*  No CLI programming, or need for vSphere Management Assistant (vVMA)
*  Remote graceful shutdown of multiple ESX/ ESXi servers and hosted VMs
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*  Ability to set hosts to maintenance mode (to use VMware® vMotion™)
*  Aplug-in is created in vCenter for centralized I'T and power management

*  UPS events are accessible and configurable through vCenter

Solution 2

In this solution, ESX and ESXi hosts are not controlled by vCenter (paid version only), which provides
following features:

*  Dell ULNM application is installed on VMware Infrastructure Management Agent (VIMA) / vMA for
cach host

*  Dell ULNM configurations and actions can be managed centrally from the Dell MUMC client
*  Some command line programming is required
*  Remote graceful shutdown of multiple ESX/ ESXi servers and hosted VMs

NOTE: For paid versions, VMware suppresses the ability to control VM shutdown profiles in non-licensed ESXi
installations. There are third-party methodologies for avoiding this restriction, but this is not covered in this user
guide.

Solution 3

This solution is for ESX-only hosts (paid or free versions), which provides following features:
*  Dell ULNM application is installed on each host (on either Windows or Linux VM)
*  Remote graceful shutdown of each ESX host and hosted VMs
*  Dell ULNM configurations and actions can be managed centrally from Dell MUMC client

Virtualization | 81



Dell Solutions for Microsoft

For Microsoft, Dell MUMC provides two solutions that are illustrated in Figure 62.

Py

A
Windows Server 2008
Hyper-v~

Network

HyperV oﬁWZfB and SCVMM ahd Dell

Dell ULN MUMC Server

Dell UPS Dell UPS

Figure 62. Dell ULNM and Dell MUMC Configurations for HyperV

Solution 1

The first solution provides graceful shutdown for Microsoft® Hyper-V or Hyper-V Server® on 2008. Dell
ULNM is installed on each Microsoft operating system.

NOTE: This solution does not require SCYMM management software.
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Solution 2

The second solution is for multiple Hyper-V and Hyper-V servers.

It provides following features:

*  HyperV/Hyper-V server remote maintenance to trigger VM live migration.

*  This solution is ideal for biggest infrastructures working through SCVMM server .

NOTE: See Chapter 6, “ULNM with Microsoft Hyper-V or Hyper Server” in the Dell™ UPS Local Node Manager®

Installation and Configuration User’s Guide.

Dell Solutions for Citrix Xen

For Citrix® Xen®, Dell MUMC provides two solutions that are illustrated in Figure 63:

(

Network

<

Citrix Xen arfd Dell ULNM  Cjtrix Xen and D|II ULNM

Y

MUMC and
Xen

ug-in

Dell UPS

Dell UPS

Citrix Xen Center Dell
Dell MUMC

Figure 63. Dell ULNM and Dell MUMC Configurations for Citrix XenServer
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Solution 1
The first solution provides the following:
*  Provides graceful shutdown for Citrix Xen.
*  Dell ULNM is installed on each Citrix Xen system.

*  This solution does not require Citrix® XenCenter® management software.

Solution 2
The second solution is for multiple Xen servers. It provides following features:
* Xen server Remote maintenance to trigger VM Citrix® XenMotion®.
* Xen server Remote shutdown.
*  This solution is ideal for biggest infrastructures working through Citrix XenCenter.

This solution is now integrated in Dell MUMC.

NOTE: See Chapter 9, “ULNM with Xen Virtualized Architecture” in the Del™ UPS Local Node Manager® Installation and
Configuration User’s Guide.
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Dell Solutions for OpenSource Xen

Xen and Dell ULNM Ken and Dell ULNM Xen and Dell ULNM

Dell UPS Dell UPS

Figure 64. Dell ULNM Configurations for OpenSource Xen
Dell MUMC provides a solution for OpenSource Xen that is illustrated in Figure 64:

Solution

* It provides graceful shutdown for Xen. Dell ULNM is installed on each Xen system.

NOTE: See Chapter 9, “ULNM with Xen Virtualized Architecture” in the Dell™ UPS Local Node Manager® Installation and
Configuration User’s Guide.

Virtualization | 85



Dell Solutions for Red Hat KVM or OpenSource KVM

& redr

{ Network
\'iu.
‘:..
=
[KVM and Dell ULNM KVM and Dell ULNM KVM and Dell ULNM

Dell UPS DellUPS

Figure 65. Dell ULNM Configurations for Red Hat KVM or OpenSource KVM
Dell MUMC provides a solution for Red Hat® KVM and OpenSource KVM that is illustrated in
Figure 65.

Solution
* It provides graceful shutdown for KVM. Dell ULNM is installed on each KVM system.

NOTE: See Chapter 10, “ULNM with KVM Virtualized Architecture” in the Dell™ UPS Local Node Manager® Installation
and Configuration User’s Guide.
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Dell Solutions for Citrix XenClient

CiTRIX'

)

Network
VM Dell ULNM-
' Linux
VM Dell ULNM-
Windows

Citrix XenCIt nt

Citn

Dell UPS Dell UPS

Figure 66. Dell ULNM Configurations for Citrix XenClient
Dell MUMC provides following solution for Citrix® XenClient® that is illustrated in Figure 66.

Solution
* It provides graceful shutdown for Citrix XenClient. Dell ULNM is installed on each Citrix XenClient

system or on each virtual machine.

NOTE: See Chapter 9, “ULNM with Xen Virtualized Architecture” in the Dell™ UPS Local Node Manager® Installation and
Configuration User’s Guide.
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Tested environments

Dell has validated the Virtualization module in following environments. Other environment may also be

compatible with Virtualization module but are not officially tested.

VMware

¢ VMware vCenter 5.0 on Windows Server 2008 x64 and Windows Server 2008 R2 x64, Windows Server

2003 x64, Windows Server 2003 R2 x64,

*  VMware vCenter Server 4.1/4.0 on Windows Server 2008 R2, 2008 Enterprise 64 bits, 2008 Standard

32 bits and 2003 64bits
*  VMware ESXi 5.0/4.1/4.0 (remote shutdown from Dell MUMC or with Dell ULNM on vMA)
*  VMware ESX 4.1/4.0 (shutdown with Dell ULNM on core OS)

Microsoft

e SCVMM on Windows Server 2008 R2

*  Windows Server 2008 R2 with Dell UPS Local Node Manager (ULNM)
Citrix

e Citrix XenServer 5.6 and 6.0.0

e Citrix XenCenter 5.6 and 6.0.0

Enabling the Virtualization Module
Enable the Virtualization module in the System > Module Settings panel (sce Figure 67).

Edit modules settings *
Managernent
[ shutdawn
[ yirtualization (Metwork Solution Only) j
[ Redundancy
[ Save ] [ Cancel ]

Figure 67. Enable Virtualization
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VMware Supervisors Prerequisites

The virtualization module requires the following prerequisites:
*  VMware vCenter and VMware vSphere Client must be installed.
NOTE: vCenter and Dell MUMC could be installed on the same server (or on a VM/Server on the network)
* To provide the VM graceful shutdown, you have to install VMware tools on each VM.
*  You must also have a knowledge / experience with Dell MUMC software and VMware infrastructure.

NOTE: Since Dell MUMC Release 2 (Version 01.04), the VMware vSphere Software Development Kit (SDK) for Perl is no
longer required.

Microsoft Supervisors Prerequisites

The virtualization module needs following prerequisites:

*  The Powershell Snapin for Microsoft SCVMM. Either install the VMM console on the machine
hosting Dell MUMC, or install Dell MUMC on the machine hosting SCVMM.

*  The server hosting Dell MUMC must be on the same Windows Domain than SCVMM Server

*  The server hosting Dell MUMC must enable the execution of third party scripts on the local machine
(minimum access “Remote Signed,” for example: Set-ExecutionPolicy RemoteSigned).

Figure 68 displays the parameters after the configuration example:

& Administrator: Windows PowerShell - Virtual Machine Manager :
PS5 C-sWindowsssystem32> set—-ExecutionPolicy RemoteSigned

Execution Policy Change

The execution policy helps protect you from scripts that you do not trust.
Changing the execution policy might expose you to the security riszks described
in ihe ghuut_Executiun_Pulicies help topic. Do you want to change the execution
policy?

[¥]1] Yes [M] Mo [%]1 Suspend [?] Help <default iz ""¥'>:

PS5 C-sWindowsssystem32?> get—-ExecutionPolicy -L

ExecutionFolicy

MachinePolicy ned
UserPolicy Undef ined
Process Undefined
Currentlzer Undefined
LocalMachine RemoteSigned

PSS C:=s\Windowsssystem32 >

Figure 68. Windows PowerShell - Virtual Machine Manager
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Citrix Supervisors Prerequisites

The Virtualization module needs the following prerequisites:

*  XenCenter must be installed to manage the XenServers.

* To provide the VM graceful shutdown, you must install Xen tools on each VM.

Adding Manager or Hypervisor List

Introduction

To add a manager or hypervisor list:
1 Enable the Virtualization module.
A new Virtualization menu entry displays in the “Settings” menu.

2 Click this new Virtualization menu entry.

3 Select Add Manager or Hypervisor List on the right panel (see Figure 69).

NOTE: To Edit or Remove Managers or Hypervisors, you have to select a line in the cent

er panel first.

ews « @ v¥irtualization
) Views &) VMware vCenter
@ 23 Node List Hostname or IP address: 166.99.99.99
> Username: test
é_;Power Source Passwiori s
) u SNode Map vCerter Plugin: Unregistered

—JEvents
E gEvents List
£ Events Calendar
—JManagement
@Nodes Settings
l(,;JNodes Upgrade
) Seftings
ff;Auto Discovery
J Actions

2 Shudel

- Virtualization |

Log
SR User List

I Qadd Ménsc er or Hg‘éerwsor Li:

Figure 69. Virtualization module view

The following sections explain how to add different kinds of managers and hypervisors.
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Adding a vCenter Server Manager
To add a new VMware vCenter, complete the following fields (see Figure 70):

*  Product: Type (VMware vCenter)

*  Hostname or IP address: VMware vCenter Hostname or IP address

*  Username: VMware vCenter Administrator Username

*  Password: VMware vCenter Administrator Password.

* vCenter Plugin: Installs and configures Dell MUMC Plug-in into vCenter
NOTE: See “Configuring the Dell MUMC vCenter Plugin” on page 108 when using this feature.

Click Save after the fields are updated. Your VMware ESXi hosts will automatically be added to the
managed nodes.
NOTE: When configuring the Login and Password, we recommend using the Dell MUMC Web interface through https.

Using http is also possible but the Password is sent to the local or remote server in clear. In both cases, the
password is stored encrypted in Dell MUMC and never sent again on the Client side.

The encrypted password is stored in the following configuration file ({DELL MUMC INSTALL
DIRECTORY Hconfigs\vmconfig js).

Add Manager or Hypervisor List »
Product: Wilware vCenter w
Hostname ar IP 1001252
address:

Llzername: root
Passweord: sesenes
wiZerter Plugin:

[ Save ] [ Cancel ]

Figure 70. Add VMware vCenter

Adding a SCYVMM Manager
To add a new Microsoft SCVMM, complete the fields below (see Figure 71):
*  Product: Type (Microsoft SCVMM)
*  Hostname or IP address: Microsoft SCVMM Hostname or IP address
Click Save after the fields are updated.
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Add Manager or Hypervisor List ¥

Product: Microsoft SCWMM »
Hosthare or IP
address:

[ Save ] [ Zancel ]

Figure 71. Add Microsoft SCVMM

Adding a VMware ESX/ESXi Hypervisor List

In the case where you do not have a vCenter server manager, add new VMware ESX/ESXi hosts

individually. Complete the following fields (see Figure 72):

*  Product: Type (VMware ESX/ESXi)

*  Hostname or IP address: List of VMware ESX/ESXi Hostname or IP address
Click Save after the fields are updated.
NOTE: The Dell ULNM application must already be installed on each host's VIMA or vMA

Add Manager or Hypervisor List %
Product: Wilweare ESKESK w
Hostharne or IP 10.012.12,10.0.12.13
address:

’ Save ] ’ Zancel ]

Figure 72. Add VMware ESX/ESX)

Adding a Citrix XenServer Hypervisor List

To add a new Citrix XenServer List, complete the fields below (see Figure 73):
*  Product: Type (Citrix XenServer)
*  Hostname or IP address: List of Citrix XenServer Hostname or IP address

Click Save after the fields are updated.
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Add Manager or Hypervisor List e
Product: Citrix ¥enServer w
Hostname or [P 10.0.12.14,10.0.12.15
address:

[ Save ] l Cancel

Figure 73. Add Citrix XenServer

Adding a XenCenter

As Citrix XenCenter is a Client and not a Manager, you can install a plug-in on the system where
XenCenter is installed (see Figure 74). This plug-in allows the user to use Dell MUMC into XenCenter.

Click Save after the fields are updated.

Add Manager or Hypervisor List *

Product: Citrix ¥enCenter v

¥enCenter Plugin:

[ Save ” Caneel ]

Figure 74. Add Citrix XenCenter

Configuring Hypervisors (ESX/ESXi Server, XenServer)

Introduction
For VMware vCenter or Microsoft SCVMM installation in Dell MUMC:

*  After you have entered the correct information for the Manager, the Dell MUMC connects to the
Manager (vCenter or SCVMM).

*  Dell MUMC automatically retrieves the VMHost information and creates new nodes in Dell MUMC
for each VMhost

*  Dell MUMC automatically creates two different types of nodes that will be described after (you can
see the new node in the Node List)

*  There is no need to enter the credentials for the hosts in the Node Settings menu. The VMware
vCenter credentials are all that is required to manage the system.

*  You can now continue to “Configuring Maintenance and Shutdown” on page 94.
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For individual host installation (no vCenter or SCVMM) in Dell MUMC:

*  After you have “Added a new list of Hypervisor,” Dell MUMC creates new nodes and waits for the
credential.

”

*  You can now continue to the “Credential Configuration for the Hypervisors (ESX/ESXi, XenServer)
section.

Credential Configuration for the Hypervisors (ESX/ESXi, XenServer)
*  You have to configure the node credential in the Node Configuration Panel (see Figure 75).
*  After you have entered the correct information, Dell MUMC will retrieve Hypervisors information.

*  You can now continue to “Configuring Maintenance and Shutdown” on page 94.

<+ | System Settings &

Select all
(System access) Login: root
(System access) Password: MR
UPS Contact:

UPS Location:

Figure 75. Node Configuration Panel

Configuring Maintenance and Shutdown

Introduction

After you have entered the correct credential information for your managers and hypervisors, you have to
configure the Maintenance and Shutdown sequences according to the availability needs of your I'T
infrastructure when power fails.

Configuration Options for vCenter and SCVMM Installations
Click each host in the Nodes Settings menu item and configure the required parameters:

¢ Remote Maintenance: Enabled or Disabled. When enabled, the MUMC client sets the host to
“Maintenance Mode.” Depending on your host/cluster configuration, this can trigger vMotion/live
migration to another host. This event is triggered at the time set in the “Maintenance Timer”
parameter.

*  Maintenance Timer: Time elapsed “on battery state” before the Dell MUMC script changes the state
of the host to maintenance mode

*  Remote Shutdown: Enabled or Disabled (When enabled, it allows Dell MUMC to gracefully
shutdown this server in case of “UPS on battery state” and Shutdown criteria reached)
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*  Remote Shutdown of the Virtual Machines: Enable Dell MUMC to shut down the virtual machines
*  Power Source: UPS powering this server (this node has to exist already in Dell MUMC)

* Load Segment: UPS load segment powering the server

*  Master - Shutdown Duration: Server Shutdown criteria (time needed for graceful host shutdown)

*  Master - Shutdown After Value: Server Shutdown criteria, which s the time elapsed “on battery state”
before graceful Shutdown. (This timer must be greater than the maintenance timer)

NOTE: The -1 value means that timer is disabled.

Figure 76 illustrates VMware vCenter and Microsoft SCVMM shutdown settings before configuration.
Figure 77 illustrates VMware vCenter and Microsoft SCVMM shutdown settings after configuration.

« | Shutdown Settings &

Selectal [7]
Remate hairtenance: Maintenance Disabled [
taintenance Timer: -1 gsecondis) [
Remate Shitdawen: Shutdown Disabled [
Femote Shutdown of the Yirtual Machines: Disabled [7]
Fovver Source: |
Load segment: Master output |:|
Master - Shutdovwn duration: 120 secondis) [
tazter - Shutdown after value: -1 secondis) [

Figure 76. vCenter and SCVMM Shutdown Settings - Before Configuration

| shutdown Settings &

Select all [7]
Remote Maintenance: Maintenance Enabled [
htairtenance Timer: 10 secondi{s) [
Remote Shutdown: Shutdown Enabled [
Remate Shitdowen of the Virtual Machines: Enabled [7]
Patwat SOUPCE: 166.99.250.26 [
Load segment: Master output |:|
htaster - Shutdown duration: 120 secondis) [
haster - Shutdown after value: 60 second(s) [

Figure 77. vCenter and SCVMM Shutdown Settings - After Configuration
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Figure 78 shows the above settings in the context of an extended power failure.

Mains failure Host Maintenance Mode Host Shutdown UPS turns off
UPS Runs on battery Requested Begins Afteralltimings are
MUMC sends “maintenance MUMC sends complete, UPS shuts
mode” command to host. “shutdown now” down and waits for
command to host mains power to return

before restarting.

Set server BIOS mode
B S RO - 1 S T—— b to “always on” to allow
Maintenance Timer automatic server
Request sent to host to enter restart.
maintenance mode after Xseconds
running on battery mode. Requires
“Maintenance Mode” to be

“Enabled”

P >
Master Shutdown After
Request sent to host to shutdown
after Xseconds running onbattery [€=======s=ssce= >
mode. There is no checking with Master Shutdown
the host that VM status supports Duration
shutdown so any vMotion/FT Time required for host to
actions must be complete by now. complete shutdown

process after request to
shutdown has been made.

UPS Battery Capacity over time

Figure 78. UPS Battery Capacity Over Time

NOTE: The Remote Shutdown functionality within Dell MUMC is reserved for VMware ESX/ESXi and Citrix XenServer
nodes. (Microsoft Hyper-V uses Dell ULNM on the host to perform shutdown).

NOTE: The Remote Shutdown of the Virtual Machines is only applicable to VMware ESX/ESXi hosts.

CAUTION: You must set the “Shutdown after value” to a time when all maintenance mode and VM migrations have
completed. If VM migrations have not completed by the time the “Shutdown” command is sent to the host, it will
override the migration request and migration will fail. No data will be lost because the image synchronization
will have failed, but the VM will cease to operate.
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Second Type of Nodes (DELL MUMC Detects Dell ULNM Running on the VMHost)
If there is a Dell ULNM installed on the server that is hosting the Hypervisor (VMHost), the shutdown is
done by the Dell ULNM.
In this case, the node contains both parameter types:
*  The remote maintenance mode feature parameters.
e The Dell ULNM shutdown parameters (as a Dell ULNM will perform the shutdown locally).

NOTE: All the parameters are retrieved from Dell ULNM, and you will configure the Dell ULNM from Dell MUMC in
the Node Configuration Panel. See “Nodes Settings” on page 64 for more information on using the
configuration interface.

The Shutdown Settings are (see Figure 79):

¢ Remote Maintenance: Enabled or Disabled. When enabled, the Dell MUMC client sets the host to
“Maintenance Mode.” Depending on your host/cluster configuration, this can trigger vMotion/live
migration to another host. This event is triggered at the time set in the “Maintenance Timer” option
(below).

* Maintenance Timer: Time elapsed “on battery state” before the Dell MUMC script changes the state
of the host to maintenance mode.

NOTE: The -1 value means the timer is disabled. See “Configuring Maintenance Mode and vMotion with vCenter”
on page 113 and “Configuring Maintenance Mode and Live Migration with SCYVMM" on page 116 for more
information.

*  Remote Shutdown: Enabled or Disabled (When enabled, it allows Dell MUMC to gracefully
shutdown this server in case of “UPS on battery state” and Shutdown criteria reached)

*  Remote Shutdown of the Virtual Machines: Enable Dell MUMC to shutdown the Virtual Machines
*  Power Source: UPS powering this server (this node has to exist already in Dell MUMC)
* Load Segment: UPS load segment powering the server

*  (NMC Access) Login/Password: Network Management Card Login/Password that allows Dell ULNM
software to control NMC shutdown sequence.

*  Master - Shutdown Duration: Server Shutdown criteria (time needed for graceful host shutdown)

*  Master - Shutdown After Value: Server Shutdown criteria, which s the time elapsed “on battery state”
betore graceful Shutdown. (This timer must be greater than the maintenance timer)

NOTE: The -1 value means the timer is disabled.

*  Power Source Shutoff: Disabled. Enabled is used only for server connected with UPS though RS-232
or USB. Virtualization behavior requires Ethernet connectivity (Dell Network Management Card).
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+|shutdown Settings &

Togale all [
Remote Maintenance: Maintenance Disabled [7]
Maintenance Timer: -1 secondis) []
Power Source: 166.90.250.26 [7]
Lioad seqment: Master output |:|
(MM access) Login: unknewn |:|
(MMC access) Password: unknown |:|
haster - Shutdown duration: 120 secondis) [
Mazter - Shutdowen after value: -1 second{s) []
Powver source shutoff: Enabled [7]

Figure 79. Shutdown Settings Configuration (Second types of nodes)

If you install an Dell ULNM on the VMHost after the Dell MUMC node has been created:
*  Delete the node in Dell MUMC.
* Rediscover the node with the “Address Scan” in the Auto Discovery panel.

*  Dell MUMC will create the right node type and retrieve both the VMHost information and the Dell
ULNM information.
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Redundancy

This chapter describes the Dell Multi-UPS Management Console (MUMC) redundancy features.

The Dell MUMC can supervise composite devices. Composite devices are virtual nodes composed of 2
or more UPSs in redundant configuration (Redundant Supplies).

This Redundancy feature is enabled from Settings > System > Modules Settings (scc Figure 80).

The Dell MUMC will then:

Supervise composite devices (if Redundancy feature is activated)

Shutdown the Dell MUMC computer when powered by several UPSs (if shutdown feature is also

activated).

Edit modules settings

Maragermert

] Shiutdon

[T wirtualization (Network Solution Orly)

Redundancy

[ Save ] [ Cancel ]

Figure 80. Edit Modules Settings Dialog Box
Figure 81 illustrates the electrical redundancy Redundant Supplies topology. In this case, the two UPSs

provide power on one or several multiple feed servers.

UPs 1 Serverl

UPSs 2 Server 2

Figure 81. Redundant Supplies Redundancy Schema
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Redundancy Configuration
To configure redundancy:
1 Login with an administrator user profile.
2 Select two or more nodes.

3 Click Set composite device (see Figure 82).

DAL Multi-UPS Management Console Lo
lews «/@ | Node List
__)HVI*?WS Type  Status Name Mac Address Class Location Contact
73 Node L =
j"’ _Pode L';t U o ups102mbdev... 00:2219FF:8.. DELL Network... Computer Room Computer Roo.
= '8 Power Source -
18 Power Components U o ups211.mbdev. 00:20:85:FD:A.. Network Mana... Comm Lab Eos Team (Ar.
] uugNode Map U o ups92 mbdevd 00:22:19:FF:8. O e e — Computer Roo. Q?TEK_M node informati
_).Events ‘ @ @ 1ess92s08 & Quick scan (@Remove nodes
2 gEvents List - £ Range scan
# Events Calendar b] o 166.99.250.31 00:20:85:F9:.0 Aurelien I Select all
S - M address(es) scan ot
—IManagement @ @ 1659925070  00:20:85FD:A Emilien Deselect al
L@"gNodes Settings @ @ estonco 2 Set node access parameters 93
(¢3Nodes Upgrade .
=5 Settings @ © 1669925088 (@ Edit node information (set compostte dev
&Auto Discovery g © 1669925078 (& Remove nodes
[ actions
iMac116.mhde.
4P Shutdown 2 o [ Select all
P Virtualization @ O cetonsiae Deselect al
é}System
[ og &
< . =
o User List (2 set composite device \ﬂ""

Figure 82. Selecting Set Composite Device for Nodes

4 In the dialog box, specify a device name, redundancy mode, and level (see Figure 83):
*  Device Name: User name of the composite device

* Redundancy Level: The minimal number of redundant UPSs powering your system. The default
value is 0.

NOTE: If you set this parameter to a higher level, you will receive the “Redundancy Lost” alarm.

(V) FD:& vork Mana Comm Lab Eos Team (Ar
O 00:22:19:FF:8 DELL R k Computer Room  Computer Roo
<§:. 166.99 25092 Irtallictant Dosaz

- Set composite device X
@ 166992
@ 166993 Device name: VPS-4524C957ED T
@ eatonrd Redundancy level: 0

166.99

© ek [ Save ] [ Cancel ]
© 166933

Figure 83. Set Composite Device Dialog Box
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Then, the new node is created:
*  You can see it in the “Autodiscovery” node list.
*  You can select it as power source.

*  You can edit composite device properties by selecting it in the discovery view then click again on the
“Set composite device” menu item.

* Ifyou select components of a composite device and click on the “Set composite device” menu item
again, properties of existing composite device are shown; no new composite device is created so no
composite device duplication is possible.

*  The created “Virtual Power Source” is counted as a node for the licensing node limitation.

Redundancy Views

Redundancy View in Node List

When a composite device is selected in the node list, the user can view it in the selection view, with
following information:

*  Dedicated states in “Information” and “Status” panels

*  “Events” panel shows events from the composite devices and all its child components

A dedicated “Power components” panel displays component states, including load level and battery run
time.

DCLL Multi-UPS Management Console Lot ol
Yiews <« ||@/  Node List @/ | Selection view »(d
=] :-aniEWS T St | Name a Description Location Contact i Information =

573 Mode List =
aghode Li (@ @ 1553925031 EstonePDU.. LebDev-801  Acrellen ®
‘g Power Source = @ VPS-452AC957ED
(8 Pawer Components B © GESA2IEE L2418 ®
o ik Description Yirtual Posvwer Source
&l a § Mode hap [ @ 1568925070 Evoltion 850 RnD Comm- .. Emiien ® Class \irtusl Pawwer Source Driver
23 Bverts ) @ O FEI2E0TE L2 f6- ® Redundancy mode Fedundant Supplies
= gEvents List Redundancy level o
& Events Calendar @ @ 1550925093 Linwa2B27... ®
=D Management B @ cetonEIA L WindowsNT. ® Status i ||
WNndes Settings
— eaton-PC-0 Whiinedoes WT
[{‘dNudes Upgrade Q 0 @ Protected source court 2
953 Setlings @ @ meacliomod. Darwingao ® Redundant source court 1
Hsuto Discovery [ @ uwst0zmod.. DelUPSTo.  CompulerRo.. Computer Fo.. (B) Battery state @ FResting
] At — Porwer 5 i
S i @ wps2imbd. EconSPX1S00 Commlah  EosTesm(h.. (B) piverseuee © on ity
o Shutclonwn = Load lzvel M 0% |
= 1 ups9Zmbde.. DellUPERac.. Computer Ro.. Computer Ro... |
.T}'waahzahun @ w e P @ Misster outpLt B on
p = :
?,;;ssrstam ] @ VPS-4524C9... | Vit Pave... Lol segment #1 ® on
| JLog
- Load segmert #2 o]
3 User List g W on |

Figure 84. Virtual Power Source in Node List View

Redundancy | 101



Composite Device in Power Source View

When a redundancy and shutdown module is activated, a composite device can be selected as power
source. The user can show it in the Power Source view.

In this case, Information, Status, Events, and Power Components panels are displayed with specific data
(see Figure 85).

DAL

Multi-UPS Management Console

Yiews «|@|  Power Source

2] Views

8 Fhode List
= g Power Source
%Puwar Components
= Bhode Map
=] Everts
E G Ewents List

Information and Starus

@ vP5-4528C95TED

Description
Class
Redundancy mode

" Events =

Wirlual Power Source

Wirtual Povwer Source Dr

iver

Redundant Supplies

Status Date
@  0SN0N2-457:54 pr
@  osA0A2-457:54 pm

Messane
Communication faillure with...

communicstion failure with...

&Events Calendar Redundancy level o
=23 h%;nagemem Protected source count 2
%Nodes g Redundant source count 1
hlodes Upgrade
. A d Battary state @ Resting
=] Settings
Bt Discavery P et CLrE @ onuiey
] Actions Load level [ 0%
@ shutdawn Master output @ on || sratistics - 7 days ElE
(Pvirtualization
;y Load segment #1 E on (Mo statistics to display)
cu_}Sys‘Iem Load segment #2 @ on
oy
G User List
ama User Li Powered Applications o+

05/05/12 - 12:00:00 am W O5{11)12 - 11:59:58 pra

Figure 85. Composite Device Power Source View

Power Components Sub-view

When redundancy and shutdown modules are activated, a new power component view is available as a
sub-view of the Power Source view. This view shows a list of nodes with their properties (see Figure 86).

NOTE: This view shows only components of the selected power source if it is a composite device.

Redundancy | 102



DeLL

=] Wiewes
355 Modke List
= 'z Powver Source

Yiews <@/ NodeList

%Pawer Components GJ

Type St
GJ @ upsl0Zmbdey... DeIIUPSTDwT§ Computer Room  Computer Roo... @

Multi-UPS Management Console

Mame Description Lacation Cortact Link

ups92mbdevd.... DellUPSRack .. Computer Room  Computer Roo... @

@/ | selection view

Information

@ ups102 mbdevd ch etn com

E] DD:ENUdE Map Description v
I Everts Mominal
E ZEverts List apparent 1920 VA
£ Everts Calenclar [ianias
= C Management IP acldress 166.99.250 67
e hitac
@Nndas Settings Address 00:2219:FF.BEEE
@Nodas Uprade | serial
- A 5 azertyuiop
=) Settings number
# futa Discovery DELL Metwork
T act Class Managemert Cardl /
. cang o1 o900 ||
,,J,?Shmdnwn Location Computer Room
[ Wirtualization
_—* Cortact Computer Room
Q:}Sys‘tam Manager
[JLog Link
S e | it

Dell UPS Towver 182004

Figure 86. Power Components Sub-view

Redundancy Use Cases

This section describes several typical use cases to help you properly configure the redundant shutdown
sequence according to your needs.

Use Case #1
You want to have the longest backup time with the redundant configuration.

Figure 87 illustrates the Dell MUMC default configuration available from Settings > Shutdown >
Edit Shutdown Configuration.

Figure 88 illustrates the Dell Network Management Card default shutdown configuration available
from UPS > Shutdown Parameters.

Edit shutdown configuration

Shutdown
Shutdown timer (second(s)):
Shutdown duration (second(s)):
Shutdown type:
Shutdown script:

oy
Mone

120

Hibernate v
[ Save ” Caniel ]

Figure 87. Edit Shutdown Configuration Dialog Box
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UPS MANAGEMENT CARD

Shutdown Parameters

Help

Dell UPS Tower 19200 HY Computer Room
A Output On battery Systemn Shutdown Restart

» Shutdown Parameler Shutdown

if Remaining

time under: 180 SeC  Shutdown duration : 120 sec
Logs and Motification On Bettery

Switch Off Switch On

] after: 500 sec | Shutdown duration: 120 sec after: o Sec

Load Segment!

Switch Off Switch On

il after: B0 sec Shutdown duration: 120 Sec after: 1 Sec
Load Segment2
[7] Shiow advanced parameters
Zave modified settings | Save ‘

Figure 88. Dell Network Management Card Web Interface

Use Case #2

You want to have a shutdown after a predefined time of 10 min. The shutdown must occur, even if only
one UPS is on battery.

* In this case, each server can have its own shutdown timer (10 min, 8§ min, 6 min...). To set a
predefined time of 10 min, configure the shutdown timer for 10 min in the Edit Shutdown
Configuration dialog box.

- Figure 89 illustrates the Dell MUMC default configuration available from Settings > Shutdown >
Edit Shutdown Configuration.

NOTE: This is the default configuration on the Dell Network Management Card (refer to previous use case).
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Edit shutdown configuration *®

Shutdown
Shutdown timer (second(s)): 600
Shutdown duration (secondis)): 120
Shutdown type: Hibernate id

Shutdowen script:

[ Save ” Cancel ]

Figure 89. Edit Shutdown Configuration Dialog Box

Use Case #3

You want to start shutdown 10 min from the last detected Utility failure event. For this case, there are
two UPSs, and one UPS is redundant. In addition, all servers will be shut down at the same time.

*  This is the default Dell MUMC configuration.To configure this shutdown, you must set a shutdown
timer of 10 min in all the Dell Network Management Cards. In this case, the last UPS will send the
shutdown order after 10 min if it runs on battery. If the last UPS never run on battery, the first UPS will
shut down at the end of autonomy and the last UPS will take the load if it has the capacity. Otherwise,
the shutdown will occur sooner.

- Figure 90 illustrates the Dell Network Management Card Shutdown configuration available from
UPS > Shutdown Parameters.
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UPS MANAGEMENT CARD

Shutdown Parameters

Help

e et b Dell UPS Tower 1920W HV Computer Room
roperties
ontrol
Output On battery System Shutdown Restart

Shutdown

if Remaining 2

PO 180 $eC  Shutdown duration : 120 sec If Capacity

On Battery if Capacity Forced Shutdown and Restartof exceeds: %
20 % ups: ¥
under: :

after: 0 T min |

Switch Off Switch On
AEonEA & after: B85535 sec  Shutdown duration: 120 sec after: 0 sec
Load Segment1 = -
s if Capacity o %
Settings under:
Metwork
: Switch Off Switch On
I ko) after: 65535 sec  Shutdown duration: 120 sec after: 1 sec
{otified Applications Load Segment? 2 -
if Capacity o “
A s Control under:

Time =l
|¥| show advanced parameters

Firmware Upload

Save modified settings : ‘ Save

Figure 90. Dell Network Management Card Shutdown Parameters

Use Case #4

You want to have a shutdown when the remaining time of the last UPS is 10 min. In this case, each server
can have an individual shutdown duration (10 min, 8 min, 3 min...).

*  You need to configure a shutdown duration of 10 min in the Dell MUMC.

—  Figure 91 illustrates the Dell MUMC default configuration available from
Settings > Shutdown > Edit Shutdown Configuration.

NOTE: This is the default configuration on the Dell Network Management Card (refer to the previous use case).

Edit shutdown configuration *
Shutdown
Shutdown timer (second(s)): More
(Shutdown duration (second(s)): a00 )
Shutdown type: Hibernate g

Shutdown script:

[ Save ] [ Cancel ]

Figure 91. Edit Shutdown Configuration Dialog Box
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Applying Extended Functionality

Configuring the Dell MUMC vCenter Plugin

The VMware vCenter Server platform forms the foundation for virtualization management. It provides
management of hosts and virtual machines from a single console. To further unlock the power of
VMware's management system, VMware has provided a facility to extend the functionality of VMware
vCenter.

Various useful applications can be attached to vCenter to make it more useful. The Dell Multi-UPS
Management Console (MUMC) vCenter Plug-in is also called Dell MUMC Plug-in vCenter. It is a very
easy to use and deploy Plug-in to manage the Dell MUMC from vCenter. This plug-in integrates the Dell
MUMC with vCenter environment. After the plug-in is deployed, a tab in vCenter will open the Dell
MUMC and allow users to configure and manage it from vCenter environment.

The VMware plug-in also allows the creation of new type of events that can be trig-type of alarms.

Checking for vCenter Plug-in Registration

To check to see if the Dell MUMC plug-in is registered in vCenter:
1 In the VMware vSphere Client, select Plug-ins > Manage Plug-ins (sce Figure 92).
2 Dell MUMC Plug-in for vCenter can be seen in the Plug-in Manager (see Figure 93).

@ PUZINWHP9000432 - ysphere Client
File Edit ‘iew Inventory Administration | Plug-ins | Help

[
1 1 = Manage Plug-ins. .. = )
b &d ‘Q Home 1 &5 Invertor| = l; &)= Search Inventory Q,
¢ E
Figure 92. vSphere Client - Manage Plug-in Menu
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=T

Plug-in Name | vendor Version | Status Description |
Installed Plug-ins
& vCenter Storage Monitoring WMware Inc. 5.0 Enabled Storage Monitoring and
Reporting
& vCenter Hardware Status VMware, Inc. 5.0 Enabled Dizplays the hardware status of
hosts {CIM manitoring)
& vCenter Service Status VMware, Inc. 5.0 Enabled Displays the health status of
vCenter services
é} wCenter Multi-UPS Management Conzole Plugin Dell 01.04 Enabled Management and control of
power distribution

Available Plug-ins

Figure 93. vCenter Plug-in Manager

Events and Alarms

After the “vCenter Dell Multi-UPS Management Console Plug-in” is registered, Dell MUMC creates a
new alarm “Host UPS PowerFailure (On Battery)” that is triggered from power event (see Figure 94).

Hministration Flug-ins  Help

] Inventory b Eﬁ Hosts and Clustsrs

ns [ Maps " Multi-UPS Management Console
47 View: Triggered Alarms| [Definitions

Name | Defined In | Description

lages | @ Storage DRSrecommendation {3 Thisobject  Alarm thatmonitors aStorage DRSrecommendation

dncp) | @ StorageDRSnotsupported on host () Thisobjec  Alarmthat monitors and alerts connected host that Storage DRS s not supported

3(1P1| @ Datastoreclusteris outof space Thisobjed  Alarm thatmonitors when adatastore usteris outof space

13 ¢1P1 | (@ HostUPSPawerFailure(On Battery) This objed _ Alarm thattriggers ifhost Failure ( Mlt-UPSH Consg|

8R2 (| @ Datastore capability alsm

8 R2 ( w Thin-provisioned LUN capacity eceeded
@ Datastoreisinmultiple datacenters
@ VMKernel NIC not configured correctly

Thisobjet  Alarmthattriggers ifstorage array detects thatthe capability requirements arenot met

Thisobject  Alarm that triggers if storage array detects that thin provisioned LUN is exceeding capacity threshold
Thisobjed  Datastore ina datastoreclusterisvisibleinmore thanone datacenter

Thisobjett  Default alarm for incorrectly configured VMKemel NIC

Figure 94. vCenter New Alarm from Dell MUMC

BHBHOHD
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Using Dell MUMC through vCenter

The Dell MUMC tab will now be visible in the vCenter Server Console and in the root folder [ (see
Figure 95).

(C38-DELL-2008 - vSphere Client

Flle Edb View Inventory Adwinistration Plug-ns Help

B B8 ‘Q Home b g5] Inventory b [ Hosts and Clusters |W' i I

008, 166.99.226.238 VMware vCenter Server, 5.0.0, 380461

(Vi ([ Multi-UPS Management Console
DAL Multi-UPS Management Console
What is Dell Multi-UPS Management Console? Login: adrmin
Password: I

o Ideal for moritoring and managing muliple power and environmenta devices, MUIB-UPS Management
Console software from Cell delivers a global view across the network from any PC with an Internet browser,

=R
= o Exceptionaly versatle, the software is compatible with any device supporting a network interface, including
other manufacturers’ UPSs, environmental sensors, ePDLs, shufdown applications and more,

& Mult-UPS Management Console also offers the abiity to organize a management table by groups, centralize

New Datacenter alarms, and maintain event logs for preventive maintenance of the enfire installed equipment base,

New Datacenter |

| =" i |
Recent Tasks Name, Target or Status contains: ~ C X
Name | Target Status | Detalls | tnitisted by | Requested Start

Figure 95. vCenter Server Console
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The Dell MUMC is now available and is fully functional with the vSphere Client. The Dell MUMC
screen is shown in Figure 96. Note that the “Dell Multi-UPS Management Console” tab on the top is
selected.

fiews «/@/|  virtualization (i@ Add Manager or Hypervisor
&) UMware uCenter (P Edit Manager or Hypervisor
Hostriame or P aciress: 166.99.226,238
3 {§ Power Source Username: admin
b Password: ==
vCenter Plugin: Registered

C@Remove Manager or Hypervil
& Pover Components

) g Node Map
S Everts
& gEvents List
#Everts Calendar
3 Maragement
[J3hiodes Setings
[¢ghiodes Uporade
£ Settings
By buto Discavery
[ Actions
4P Shutelown
P virtuaiization
gAsystem
[ Log
G User List

@oki1z @ warning: 2 @ critical: 0 ) Unknawn: 12 Lastevent: €D 05/30/12 - 2:37:30 pr - 166.89.226,246 - Conmunication with device has Falled

Name, Target or Status contains: ~

| Target | Stakus | Details | Intisted by | Requested Start Ti.

arms |

Figure 96. vSphere Client with Dell Multi-UPS Management Console Tab

Configuring XenCenter Plug-in

Prerequisites

The only prerequisite is to have Dell MUMC installed on the same machine as Citrix® XenCenter™.

Check XenCenter Plug-in Installation

e In the virtualization panel, you have to check the box “XenCenter Plugin” to install XenCenter Plug-
in.

*  You will see the Plugin in XenCenter > Tools > Plugins.
* Ifnot, click Re-scan Plug-in Directory (sce Figure 97).
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@ Plugins

To enable a Plugin select its checkbox,

This dialog shows the list of Plugins in the Plugin directary,

= Dell
E rALRAC

Details
Description:  <Mone:

XenCenter Plugins online

’ Re-Zcan Plugin Directory l

0K ] [ Cancel

Figure 97. Plugin Directory (Rescan)
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Using Dell MUMC through XenCenter

After the Plug-in is installed, you can see a tab named “Dell Multi-UPS Management Console” on the
XenCenter level (see Figure 98).

Ok e e
File View Paool Server WM Storage  Templates  Tools Window  Help
Q et - Q) Forwara [ 2dd ew semver ] New ool Hew Storage Hlews Wi Shut Dowin Reboot Suspend aslgstzm Alerts: 1

eroeriew DO|~||@ xencenter

@Xmﬂpm‘ E’L‘EE‘EJ Search | Tags | Multi-UPS Management Console | Logs

@ [ xenservert.)
[ xenservers 02 DAL Mult-UPS Management Console
=1 RedHat MFSISO library
54 Ubuntu NFSISO library
51 XenServer 6.0 Tscsi

what is Dell Multi-UPS Management Console? Lagin:

Password:

» Ideal for monitoring and managing multiple power and environmental devices, Muld-
UPS Management Console saftware from Del delivers a global view across the network. -
from ary PC with an Intermet browser,

» Exceptionally versatile, the software is compatible with any device supparting a
retwork interface, including other manufacturers’ UPSs, environmental sensors,
ePDUs, shutdown applications and more.

» MUE-UPS Management Console ako offers the ablity to organize a management table
by groups, centralize alarms, and maintain event logs for preventive mantenance of
the entire installed equipment base.

Figure 98. XenCenter Dell MUMC Tab

Configuring Maintenance Mode and vMotion with vCenter

Prerequisites
All virtual machine images have to be installed and configured on a file server.

NOTE: For more information, see “VMware References” on page 117.

Introduction

The Dynamic Resource Scheduler (DRS) application from VMware is used to provide load balancing
within the I'T network. In particular, DRS is used to ensure the right resource capacity is available for the
data center load. A second application called VMware vMotion if used in conjunction with DRS will
enact movement of virtual machines from physical server to physical server in order to provide the best
load balance.
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The Distributed Power Manager (DPM) application will help maximize data center electrical power
efficiency by checking DRS for physical server utilization then using vMotion, will move Virtual
machines to servers in order to fully unload servers than idle them or power them down for maximum
power savings.

Dell uses the same vMotion capability when a UPS is in a critical power situation to move virtual
machines off of a server that has a critical power situation. Dell MUMC will now write alarms/alerts into
vCenter, which, in turn, will trigger vMotion.

VMware uses the term “setting a server into Maintenance mode” to trigger the vMotion. It is called this
because before performing maintenance on server, the data center manager needs to clear the Virtual
Machines from the server.

Understanding Maintenance Mode

Both standalone hosts, and hosts within a cluster, support the maintenance mode. Only VMware
ESX/ESXi Server 3.0 and later supports maintenance mode for standalone hosts.

A host enters or leaves maintenance mode only as the result of a user request. If the host is in a cluster
when it enters maintenance mode, the user is given the option to evacuate powered-off virtual machines.
If this option is selected, each powered-off virtual machine is migrated to another host, unless there is no
compatible host available for the virtual machine in the cluster. While in maintenance mode, the host
does not allow deployment or “power-on” of a virtual machine. Virtual machines that are running on a
host entering maintenance mode need to be either migrated to another host or shut down (either
manually or automatically by DRS).

When no more running virtual machines are on the host, the host's icon changes to include 'under
maintenance' designation and the host's Summary panel indicates the new state. The default
automation mode of a virtual machine determines its behavior when the host (in a DRS cluster) it is
running on enters maintenance mode:

Any fully automated virtual machine is migrated automatically.

For a partially automated or manual virtual machine, a recommendation for further user action is
generated and displayed.

Configuring Maintenance Mode Behavior in vCenter
To configure the maintenance mode feature behavior, we provide here a simple configuration example:
Enable the DRS in “Fully Automated” automation level with following steps:

1 Open the vCenter server in a vSphere client.

2 Right-click and select Cluster > Edit Setting > Turn on VMware DRS. Click on next with all default

values.

NOTE: With this example, you choose to move all the virtual machines from this server to another server of the same
cluster. You can also define other behaviors according to your needs
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Configuration Test

To test the installation, please perform a power failure on the UPS and check on vSphere client that the
corresponding ESX/ESXi host enters in Maintenance mode after the “Maintenance mode timer.”

VMware vCenter High Availability

After the High Availability (HA) Cluster feature is enabled, VMware disables the automatic startup and
shutdown functionality when a hypervisor is shut down.

Dell MUMC features for HA mode:

*  Dell MUMC will continue to move the VM from one server to the others, if all servers are powered by
different UPSs with different power source (see Figure 99).

HHH HEHE

HHH  HHH \\‘
HHHE ==
A -

HHHE ¢ HHHKH

Figure 99. HA Mode with Dell MUMC

Dell MUMC continues to protect the hypervisor also when power fails.

Due to the deactivation of the automatic startup and shutdown, at the end of utility failure sequence, all
virtual machines will power-off.

To prevent this VM from powering off, you have two solutions:

*  Contfigure the VMware ESX/ESXi nodes in Dell MUMC to shut down the VMs (remote shutdown of
the virtual machine setting).

* Install a Dell MUMC on each VM, even if it is not an optimized solution. You have to take care that
when VMs move, the Dell MUMC still links to the same UPS power source.

NOTE: For more information about the deactivation of the Automatic Startup/Shutdown when creating a VMware HA
Cluster, refer to “Creating a vSphere HA Cluster” in the links provided by “vSphere SDK for Perl” on page 117.
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Configuring Maintenance Mode and Live Migration with SCVMM

Maintenance Mode

In Virtual Machine Manager (VMM) 2008 R2, you can start maintenance mode for a virtual machine
host anytime that you need to perform maintenance tasks on the physical host, such as applying security
updates or replacing hardware on the physical host computer.

When you start maintenance mode on a Windows-based host, VMM automatically does the following:
*  On a stand-alone host, places all running virtual machines into a saved state.

*  Ona Windows-based host cluster that is capable of live migration, gives you the option to do one of
the following:
—  Live migrate all running highly available virtual machines to other hosts in the cluster, and place
any running virtual machines that are not highly available in a saved state.
- Place all running virtual machines into a saved state.

NOTE: Refer to Microsoft® Hyper-V™ reference on page 117.

Understanding Live Migration

Live migration is a Ilyper-V feature in Windows Server 2008 R2, which requires the failover clustering
feature to be added and configured on the servers running Hyper-V. Live migration allows you to
transparently move running virtual machines from one node of the failover cluster to another node in the
same cluster without a dropped network connection or perceived downtime.

In addition, failover clustering requires shared storage for the cluster nodes. This can include an iISCSI or
Fiber-Channel Storage Area Network (SAN). All virtual machines are stored in the shared storage area,
and the running virtual machine state is managed by one of the nodes.

NOTE: Refer to the Hyper-V reference links on page 117.

Configuration Test

To test the installation, please perform a power failure on the UPS and check on Microsoft System
Center Virtual Machine Manager (SCVMM) console that the corresponding Hyper-V host enters in
Maintenance mode after the “Maintenance mode timer.”

Hyper-V machines have to be started before the machine that is hosting the SCVMM. The SCVMM
service needs some time to refresh its status. If the starting sequence is not correct, the Hyper-V will stay
in Maintenance mode
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VMware References

Dell and Virtualization

*  http://content.dell.com/us/en/enterprise/virtualization

VMware ESX Configuration

*  http//www.vmware.com/support/

vCenter Server (VMware Supervisor)

*  Visit http://www.vmware.com/products/vcenter/ for more information about download and installation
of vCenter Server.

*  Visit also http:/www.vmware.com/products/drs/ for more information about Distributed Resource
Scheduler.

vSphere SDK for Perl

e Visit http://www.vmware.com/support/developer/viperltoolkit/ for more information about download
and installation of vSphere SDK for Perl.

*  Visit http:/pubs.vmware.com/vsphere-50/index.jsp?topic=
%2Fcom.vmware.vsphere.avail.doc_50%2FGUID-E90BSA4A-BAE1-4094-8D92-
8C5570FE5D8C.html for more information about creating a vSphere HA Cluster.

Microsoft Hyper-V References

Dell and Virtualization

*  Visit http:/content.dell.com/us/en/enterprise/virtualization

Microsoft TechNet Library

*  Sece the Microsoft TechNet Library for more information: http:/technet.microsoft.com/en-
us/library/default.aspx

About Maintenance Mode
*  Visit http:/technet.microsoft.com/en-us/library/ee236481.aspx

Requirements for Using Live Migration

*  Visit "Hyper-V Live Migration FAQ": http://technet.microsoft.com/en-
us/library/tf715313%28WS.10%29.aspx
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